INTERNATIONAL AFFAIRS FUNCTIONS OF
THE TREASURY AND THE EXPORT
ADMINISTRATION ACT

HEARINGS

BEFORE THE

SUBCOMMITTEE ON INTERNATIONAL FINANCE
AND MONETARY POLICY

0¥ THE

COMMITTEE ON
BANKING, HOUSING, AND URBAN AFFAIRS
UNITED STATES SENATE

NINETY-SEVENTH CONGRESS

FIRST SESSION
ON
THE INTERNATIONAL AFFAIRS FUNCTIONS OF THE DEPART-
MENT OF THE TREASURY: AND THE EXPORT CONTROL SYS-
TEM FOR COMMERCIALLY AVAILABLE COMMODITIES AS
ADMINISTERED BY THE DEPARTMENT OF COMMERCE AND A
GROUP OF CONSULTING AGEXNCIES

APRIL 30, 1981

Printed for the use of the
Committee on Banking, Housing, and Urban Affairs

[97-16]

&

U.S. GOVERNMENT PRINTING OFFICE
79-280 O WASHINGTON : 1981

SRY/-53



COMMITTEE ON BANKING, HOUSING, AND URBAN AFFAIRS
JAKE GARN. Utah, Chairman

JOHN TOWER, Texas HARRISON A. WILLIAMS, Jr., New Jersey
JOHN HEINZ, Pennsylvania WILLIAM PROXMIRE, Wisconsin
WILLIAM L. ARMSTRONG, Colorado ALAN CRANSTON, California

RICHARD G. LUGAR, Indiana DONALD W. RIEGLE, Jr., Michigan
ALFONSE M. D’AMATO, New York PAUL S. SARBANES, Maryland

JOHN H. CHAFEE, Rhode Island CHRISTOPHER J. DODD, Connecticut
HARRISON SCHMITT, New Mexico ALAN J. DIXON, Iilinois

M. Danny WaLL, Staff Director
Howaro A. MeneLL, Minority Staff ivrector and Counsel

SUBCOMMITTEE ON INTERNATIONAL FINANCE AND MoONETARY PoLicy

JOHN HEINZ, Pennsvlvania. Chairman

JAKE GARN, Utah WILLIAM PROXMIRE, Wisconsin
WILLIAM L. ARMSTRONG, Colorado HARRISON A. WILLIAMS, Jr.. New Jersey
JOHN H. CHAFEE, Rhode Istand CHRISTOPHER J. DODD, Connecticut

PauL FrREEDENBERG, Economist
CHarLes L. Marinaceto, Minority Counsel

tn



CONTENTS

Opening Statement of Senator Heinz ...
Statements of:
Tom Leddy, Deputy Assistant Secretary for International Affairs, Treas-
Department, accompanied by Cora Beebe, Assist nt Secretary for
mmlstramon John Lange, Jr., Director, Trade Finance Office; John
Ostrowski, Budget Officer, International Afairs..................civmimrr
Frank Conahan, Director, International Division, GAQ, accompanied by
Stewart Tomlinson and Allan Mendelowitz....................cc.oooco i,
Paul T. O'Day, Acting Under Secretary for International Trade, Com-
merce Department, accompanied by Sharon Connelly and William
SKIAIDOTE ...ocviveitiiier ettt et enaee e sesvs e
Dr. Oles Lomacky, Director for Technology Trade, Office of the Secretary
of Defense, accompanied by Col. John Hagger ... ..o
Harry Kopp, Deputy Assistant Secretary, State Department
Response to questions of Senator Garn.............ccoooeevorieniencnc e,
Response to question of Senator Heinz.......c.ccoooooooioiii e,

ADDPITIONAL MATERIAL RECEIVED FOR THE RECORD

Reprint of article from Business America titled “U.S. Manufactures Share
£evels in Third Quarter of 19807 .........ccooi it
Letter from Senator Heinz to Richard DeLauer, Under Secretary of Defense
for Research and Engineering, Designate ...,
Answers to subsequent questions of Senators Garn and Heinz from the De-
fense DePArtMENt ... ......cc.oooiviivviviietie ettt s
Reprints from Congressional Record of April 2, 1981, on introduction of S.

Letter from Senator Heinz to the Presndent regarding credit authority of
EXIIIDANK ..o ioviieiiiiiiririrnit sttt sese e tes st bt sis s e essiass e ninies
Answers to subsequent questions of the Commerce Department.......c...ccccvo..
Tables and charts:

U.S. share of world exports of manufactures................c.cvioniiciniinns
Analysis of license processing for fiscal year 1980 ...............ccceeiviiieieine
Office of Export Administration, Cases ir ProCess ............cc.ccvercerimmnereniniens
Critical technology proge(‘t—1981 F19B2 ettt

1J.8. applications for technology exports to CoCom prescribed destination..
DUSD (IP & T) performance in export case processing. October 1979 to
March 1Bl ..ot et e s
Numker of exchange students from Warsaw Pact countries, 1979, 1980,
And 1981 £0 date. ... .o et
License applications subject to National security and foreign polxcy con-
trols referred to State Department July 1, 1980 to April 15, 1981.. .

1

Page

47
62
85
114
115

84
101
110
112
105

60
61
81
84
98
99



INTERNATIONAL AFFAIRS FUNCTIONS OF THE
TREASURY AND THE EXPORT ADMINISTRA-
TION ACT

THURSDAY, APRIL 30, 1981

U.S. SENATE, COMMITTEE ON
BaNKING, HousINGg, AND URBAN AFFAIRS,
SUBCOMMITTEE ON INTERNATIONAL FINANCE
AND MoNETARY PoLicy,
Washington, D.C.

The subcommittee met at 9:40 a.m. in room 5302 of the Dirksen
Senate Office Building, Senator John Heinz (chairman of the sub-
committee) presiding.

Present: Senators Heinz and Garn.

OPENING STATEMENT OF SENATOR HEINZ

Senator HEINZ. The purpose of today’s hearing is to review the
international affairs function of the Treasury and the Export Ad-
ministration Act in order to garner the information necessary to
reauthorize these two important functions.

The subcommittee will hear witnesses from the administration
and the General Accounting Office, and further hearings on the
subjects may be held later in the year, after the nomination proc-
ess.has been completed. We hope it will be completed, but for now
it is necessary to press ahead with the reauthorizations to meet our
May 15 deadline.

I might say that of late the news on the dollar has been good. It
has been stronger than it has been in many years. It has regained
most of the value it had lost against other major currencies over
the last year or two. But that is, of course, not an unmixed bless-
ing. A strong dollar means, theoretically, less competitiveness for
U.S. products on the world markets.

And the days are long gone when we could ignore the interna-
tional marketplace or insulate our economy from its effects. Hap-
pily, however, many of the things that we market internationally
are less price-sensitive than one might otherwise expect.

We will hear from a representative of the Treasury, the Depart-
ment charged with defending the dollar as well as representing our
Nation in negotiations for international trade. The administration
has enunciated a new policy of nonintervention in currency mar-
kets to let the market work its will. It will be interesting to get
some of the details and parameters of that new strategy.

As my colleagues on the committee and I think the Treasury
representatives here today know, I have been vitally involved in
urging an aggressive negotiating policy, both to this and the last
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administration, with regard to officially subsidized export credits.
The French at the last OECD meeting in December refused to
really negotiate this issue in good faith, and their refusal to do so
is, in my judgment, unconscionable. And, as I said in my letter to
the President on March 19, I would no more counsel unilateral
disarmament for dealing with our allies on trade matters than
counsel such a strategy for dealing with the Russians on matters of
national security.

To that end, I have introduced the Competitive Export Financing
Act of 1981, to provide our trade representatives with the negotiat-
ing chips necessary in order to be taken seriously at the next round
of credit negotiations in Paris on May 12, and thereafter, if neces-
sary (see p. 111). I would be interested in the comments of Treasury'
on that bill, and on the aggressive strategy that I have put forward
on the export credit issue.

Turning to the Export Administration Act, you cannot escape a
sense of deja vu. Two years ago, when this same subject was
chaired by Senator Stevenson, we heard a report from the GAO on
the inadequacy and inefficiencies of the export control process. We
heard complaints that the process was inconsistent, plagued by
uncertainty and vagueness, threatening to undermine our repre-
sentation as a reliable supplier in the world marketplace. Others
warned that significant technology would still slip through the
export control net, which would strengthen the warmaking capac-
ity of our adversaries.

Unfortunately—although I believe the 1979 Act was a significant
improvement over its predecessor—the complaints about the pro-
cess have not yet gone away. The administration of this act has not
been all that it could have been, or all that the authors, such as
myself, envisaged.

We need not be faced with the unpleasant choice of inefficiency
and delay or the leakage of sensitive national security-related tech-
nology. Export sales and security can be reconciled. That is what
my colleagues and I intended in writing the 1979 act, and that is
what good administration of the act ought to achieve.

In the area of foreign policy control, my predecessor, Senator
Stevenson, was fond of noting that we were prone to shoot our-
selves in the foot. What I find remarkable is not the original event
so much as our capacity to quickly reload and repeat the process.
[Laughter.]

As President Reagan, has noted, we are ill-served by controls
which hurt us more than they do the intended target. Wisely
applied—particularly if they are multilateral—export controls can
be a vital and effective tool of foreign policy, but done on an ad hoc
basis, or in a fit of pique, or extremist, export controls can be
terribly counterproductive. Indeed, they can signal the opposite of
the strength they are intended to project. Let’s hope that our new,
brightly scrubbed administration has learned from the errors of its
predecessors, and is not doomed to repeat them.

Our first witness will be Tom Leddy, Assistant Secretary of the
Treasury for International Affairs.

And if you want to summarize your statement, it is always
appreciated by everybody. Ihave had some summaries that go

]
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much longer than if they had been delivered, so please feel free to
summarize.

Mr. Leppy. I will be brief. Let me introduce Cora Beebe, Assist-
ant Secretary for Administration of the Treasury; John Lange,
Acting Deputy Assistant Secretary for Trade and Investment
Policy, who has been intimately involved in the export credit nego-
}ia_ltions; and John Ostrowski, Budget Officer for International Af-
airs.

STATEMENT OF THOMAS LEDDY, ACTING ASSISTANT SECRE-
TARY FOR INTERNATIONAL AFFAIRS, TREASURY DEPART-
MENT, ACCOMPANIED BY CORA BEEBE, ASSISTANT SECRE-
TARY FOR ADMINISTRATION; JOHN LANGE, JR., DIRECTOR,
TRADE FINANCE OFFICE; AND JOHN OSTROWSKI, BUDGET
OFFICER, INTERNATIONAL AFFAIRS

Mr. LEppy. The committee has asked that I speak on the authori-
zation for the international affairs function of the Treasury, the
international position of the dollar, and the status of the export
credit arrangements.

On the authorization, we are requesting $23.9 millior for fiscal
year 1982. This includes $22.9 million for the basic program, and
an additional §1 million to permit us to return, if necessary, to the
appropriations committees during 1982 for supplemental funding to
cover the cost of any civilian pay raises or overseas cost-of-living
allowance increases that take place during the year.

What we are requesting this year represents continuation of a
very considerable reduction in staffing in the international affairs
area of the Treasury, from a level of about 555 positions 5 years
ago to the 428 positions we are requesting for fiscal 1982.

We have made a consistent effort to reduce the cost of the
international affairs function as much as we can, while trying to
keep the staffing up to where we can properly serve the Secretary’s
role in this area.

You commented on the recent strength of the dollar. This is due
to a number of factors—a relatively strong U.S. current account,
relatively high U.S. interest rates and the attractiveness of invest-
ments in dollars. There have also been political developments in
eastern Europe that have tended to stimulate flows into the dollar.

I think, basically, there has also been a change in psychology
toward the dollar from the situation of, say, 2 years ago. There is a
growing perception abroad that this Administration is absolutely
determined to solve the problems of inflation, low productivity and
slow growth of this economy.

If we can do that, if the administration’s program can succeed in
those objectives, I think basically the dollar will be strong. The
dollar will be stable. And that essentially underpins the approach
of this administration. It will be a policy of returning to the funda-
mentals. Minimal intervention in the exchange markets in support
of the dollar complements this approach. If we are successful, I am
encouraged about our economy’s ability to compete.

0!(1i the export credit negotiations, you have outlined where we
stand.

Senator HEINz. Unilateral disarmament?
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Mr. Leppy. I don’t think it is unilateral disarmament. I would
ask Mr. Lange to cor ment in more detail on that. But the situa-
tion is totally unsatistactory.

This administration will continue to assign very high priority to
negotiating this issue. We are negotiating seriously. Secretary
Regan has made this clear. We are looking for ways to put more
teeth into our position. We intend to negotiate seriously, and let
our trading partners know that we mean it.

I cannot be terribly optimistic about the short-term prospects.
But we do attach high priority to this and I hope that we will have
some significant negotiating progress later this year.

That summarizes the three main points covered in my statement.

Senator HEINz. Very well. Let me ask you, first, about some of
the international monetary functions that you are involved with.
Beryl Sprinkle stated recently the Treasury would only intervene
in foreign exchange markets in emergency situations. Would this
preclude participation in swap agreements with our allies, in cases
where continued deterioration caused concern?

Mr. Lepbpy. Not necessarily. He was commenting on our cwn
intervention policy in the dollar market. 1 think we very much
want to maintain strong cooperative relationships with the other
major countries with which we maintain the swap network. I
would not rule that out; if another country is in serious difficulty, I
think we would be receptive to helping them out.

Senator HEINz. I gather you see no need to establish a floor at
which the dollar would have to be supported?

Mr. Leppy. No, sir. I think it would be a great mistake to try to
pick a level. I think we are incapable of that. The market has
demonstrated repeatedly that attempts to do that really don’t suc-
ceed for very long, if you are wrong—and people have very seldom
been right.

Senator HEINz. Britain’s great statesman said he would rather be
asked why he did not make a statement than why he did make a
statement.

Why did the administration feel constrained to state the new
nonintervention policy, particularly because such an authoritative
statement is likely to lead to speculators’ betting against the dollar
when it begins to drop relative to other currencies.

Mr. Leppy. There would undoubtedly be questions about what
policy would be followed. I think it is preferable to articulate it
fairly carefully.

Senator HEINZ. Why?

Mr. Leppy. So it can be explained, carefully ——

Senator HEINz. That is not a reason.

Mr. Leppoy. If a policy ——

1S_engttor Heinz. Who are we trying to help in articulating this
policy?
~ Mr. Leopy. I think we are trying to be clear on what the policy
is. w ‘ ‘

Senator HeiNz. Clarity is not a virtue in and of itself. It is only a
virtue with respect to a particular end you hope to achieve. I don’t
hear what particular end you hope to achieve.

Let me put it another way. Let’s go to national defense. People
want to know what our policy is on the use of nuclear weapons.
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They want to know whether we will entertain the possibility of the
first strike, or whether we won't. Should we tell them? And the
answer, as you know, is no, we shouldn't. Why should we tell
everybody what our policy is? What is the point of telling people,
clearly or unclearly? That is a stylistic concern.

Mr. Leppy. This administration, in contrast with the policies of
the last few vears of the last administration, wants to place greater
reliance on market forces, generally, and specifically in the ex-
change area. The levels of intervention in the past few years did
get very heavy. I'm not trying to convey criticism. There was a
completely separate set of circumstances from today. This adminis-
tration wanted to explain that its approach would be different. It
would become clear that the approach was different, but less clear
what the approach was, unless it was articulated.

Under Secretary Sprinkle will be testifying next week, and will
lay this out in greater detail, presenting it as a component of the
administration’s overall economic policy. I think that is desirable.
Actions inevitably raise questions, and the answers, unless they are
stated clearly, inevitably raise uncertainty about what is being
done. I think it ic desirable to explain the approach.

Senator HEINz. You may be right. I think as a personal matter it
is possible to get the point across that we do not agree with the
massive interventionist policies of the Carter administration and
our general philosophy is we believe the market forces should be
the principal determinant of the rise and fall of currency.

Do you think it is wise to go beyond that, and say, in effect, that,
“Here are the very limifed set of conditions under which we would
consider intervention?”’

Mr. LEppy. We have not specified the conditions under which we
would. This is not a statement of absolute, never-under-any-circum-
stances intervention.

Senator HEINz. Let me ask you a different question. It has been
said by a number of people that the new strengthened dollar will
have an adverse effect on U.S. trade competitiveness in the latter
half of 1981. Do you agree with that?

Mr. Leppy. Yes. I think it will have an impact. Two points: One,
measuring from what reference point? You have to look at the base
you are measuring from. Certainly, measuring against the low
point of the dollar, there will be an impact. I think, in fact, in
retrospect, it has been shown that the low point for the dollar—
exports did benefit from very low dollar exchange rates in terms of
our competitive position.

Two, the U.S. export performance in the last 2 years has been
remarkable. U.S. exports rose at a rate more than twice the rate of
growth of world trade between 1978 and 1980. Our overall trade
position has improved, despite still massive increases in oil import
costs.

Senator HeiNz. Has' our market share of manufacturers grown?

Mr. Leopy. Yes, it has. I don’t have the figures here. I could
supply them.

nator HeiNz. Have we improved our market share to the more
developed countries? The OECD countries?

Mr. Leppy. I don’t have the details. I believe so. Yes.
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Senator HEiNz. You believe our export performance on balance
has been healthy?

Mr. LEppy. Yes, it has been extremely healthy in the last 2 or 3
years. Remarkable, in terms of the several years before.

Senator HeiNz. What product categories in that export perform-
ance do you believe have benefited particularly by the then weak-
ness of the dollar?

Mr. Leopy. I can supply details. Manufactured goods, capital
goods exports, have done very well in the last couple of years.

[The following article and table from the April 6, 1981, issue of
“Business America,” published by the Commerce Department’s In-
ternational Trade Administration, show quarterly figures for the
US. share of world exports of ma::ufactures, from 1976 through
third guarter 1980 for total manufactures and beginning in 1978
for major subcategories as well:]



I.S. Manufactures Share Levels
In Third Quarter Of 1980

Prepared by rhe Ofhs e of Planming and Revearch
Iniernations! Trade Admirusiration

he US share of world exports of manufactures re-

masnied almost unchanged 1in the third quarter of

19XU following a strong gain in Apni-June At 18 S
poroent the US poation was lessy than one-tenth of 4
percentape paont higher i July-September than in the
second quarter. Although these US. exports increased n
value at a shghthy faster rate than in the preceding three
months, our competitors” sales 1o foreign countries ad-
ranced about as rapidiy so that our reluine posioon dic
not change. The U.S share position 1n the two middle
quarters of 1980 was at its highest level since late 1976,
but nevertheless r:mained far below the 21.3 percent
share achieved in 1970

U'S exports of manufactured goods advanced by 36
percent in the third quarter of 1980 Overseas shipmients
by the other 14 leading manufactures exporters as g
group, on the other hand, rose by 4.3 percent in that
period Several of our competitors: —-principalls Sweden,
Japan. and the United Kingdom -reported faster grow-
ing eaports than did the United States

Our position continued to be maintamed in the third
quarter pnimarily because of a considerable increase m
the U.S shzre of the chemical market. There was also
slight gain in our posinon in nonelectne machinery ex
ports. These were more or less balanced by sizable de-
teriorations n our relative position in transport equip-
ment, electne machinery, and miscellancous manufactures,
which arc largely consumer-type products.

The leveling in the overall U.S. share of manufactures
exports occurred despite a dechne in the value of the
dollar relative to the currencies of our compeutors The
drop in the dollar's value averaged 2-3 percent in the
third quarter of 1980 Such a dechine tends to increase
the value of other countries’ trade wher their national
currencies are converted to dollars

Competitor Nations. The competitive position of the
majority of the other major exporters of manufactures
was relatively unchanged in the thurd quarter of 19ku
Japan's share, however, increased stronglv. and the
Swedish and the British positions alsoimpresed Germaeny
and Belyium, on the other hand. sustained share iusses

The Federal Republic of Germany, the world's leading
exporter of manufactures, recorded its second consecutive
quarterly share loss. Its third quarter share of 19.7 per-
cent dipped below the 20 percent level for the first time
since Jate 1975 German exports of manufactures 10se by
onhh 2 7 percent in value in the third quarter. This re-
covery. which followed a dechne 1n the previous quarter.

Business America, April 6, 1981

was notsuthoent o orase caports tathe e

o

Janwary-March Behum s position abse weshened 10 56
peroent. 2 half percentace pomt dedhine from the preded-
mny ql.‘.l!l{'(

The Japanese share. in contrast, continued to move
strongiy upward mothe third quarter The salue of Jap
anese exports of manufsctures qumped by Kb perior
from the Apnl-June level and 1ts share. at 12 3 percent,
moved to the highest level since mid-1978 Sweden posted
the largest gain in the salue of exporte, with & 23 per-
cent enb o overseas deliveries Ao repult thae conne
tn's share rose to 3 percent, Britan's share abso ane
creased during July-September. to 10.0 percent

Commodity Groups. It should be noted thar the com-

madiin share shown in the adjommy tabic are based

enodate which have not been adiusted for seasona! vane
ton whiie dats from which the total manufacures shares
were cdivubated have been so adjuved Since there i
conaiderable seasonal shift in trade between the second
and third quarters. the share calculanons for commod-ty
groups and that for the total cannot be direatly compared
The largest US share Joss occurred in transport equip-
ment. where our share fell by nearhy a full percentagec
point to 216 percent US exports of thiv cquipmen:
which are typically erratic, soared 1n valuy an the second
quarter. then abrupthy dechned in the thirnd by 114 per
cent Among our largest competitors. the Fiench and
Germuan positons alee weskened. but that of the UK
moved upward, Japan's share jumped by nearly four pet-
centage points to 19.0 percent as auto exports soared.
The US posthon also weakened signmificantly in elec-
tric machinery and in the miscellaneous manufactures
group In elecne machinens our share dechined 1o 192
percent. as US. exports diopped shghtly after a sub
stannial increase in the second quarter Germany's <hate
of elevtriv machinery also fel, while Japan's rose by three
full percentage points to 22,3 percent. U.S. exportsin the
miscellaneous manufactures group declined for the secona
consecutive quarter. following the exceptional positon in
January-March when exports m this group soared as o
result of unusua! shipmente of coins Our three large
fovoand

compettors i this . oommodity are -—Germ

Japuan--ail recorded strong share increases.

The onby sizable US share nise was i chemials At
20 percent, our share was two and a half percentage
points above that in the first quarier. It was the second
consecutive quarter that there was a large improsement
1N OUr posttion AMOng our pringipal compeiitorsn these
products. Germany. France. and the United Kingdom
recorded share losses onh the Dutch share evparded
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Senator HEINZ. You believe they have done so across the board?

Mr. Leppy. Generally, yes.

Senator Heinz. If, as you suggest, a stronger dollar is going to
impact adversely our export performance toward the end of this
year, is there anything that we should do to ameliorate that per-
formance?

Mr. Leppy. It will have some impact. I would not overstate it. |
think, basically, the main thing that we have to do is get inflation
in this economy under control. That is the fundamental determi-
nant of our export performance. That is what we have to focus on.
Obviously, we have to follow up on efforts to reduce export credit
subsidies. But the fundamental point is to get this economy in
shape, and we will be successful if we can do that.

Senator Heinz. Let’s turn to the OECD negotiations. Secretary
Baldrige was quoted in the Washir;gton Post, promising to restore
Eximbank funding next year, if the United States is unsuccessful
in its attempt to induce our OECD counterparts to reduce their
export subsidies. Would you be willing to, later on this year, join in
such a campaign?

Mr. Leppy. Can I ask Mr. Lange to respond to that?

Mr. LANGE. Thank you, Mr. Chairman.

The Treasury would certainly join in recommending ways to
strengthen the U.S. marketing position by international export
credits, if the negotiations are not successful. Among the options to
be considered would be an increase in Eximbank’s financial guar-
antee program, which is a rough substitute for a direct lending
program. And also, we would similarly give thorough, and thought-
ful consideration to the chairman’s bill, which is also a very effec-
tive device in this regard.

Senator HEiNz. Would you be prepared to advocate credits?

Mr. LANGE. Not only are we prepared, we are advocating it now.
If the Chairman would permit me, I can indicate a change, shift in
strategy that has occurred. We would recommend to the Chairman
to allow us the opportunity to give it a try.

In the past, the administration decided to fight fire with fire. As
the Chairman knows, the previous administration asked for, and
Treasury supported strongly, increases in the Eximbank’s direct
loan budget to as high as $5.5 billion in fiscal year 1981. At the
close of the last administration we realized, quite frankly, that this
strategy was not working. We were still negotiating from weak-
ness, even though we were matching foreign expert credits often.
We thought that if we matched, there would be no gain in it for
countries that wanted to continue to subsidize their exports, par-
ticularly France. That strategy was not successful. Such countries,
{)r; effect, said the United States is joining us in our policies, and so

it.

Where it does hurt those countries who are recalcitrant is when
the United States draws from its strength, which is going out in
tenor in excess of 10 years on credits for projects which are suit-
able and have a useful life in excess of 10 years. Accordingly, that
is our current strategy.

We should not worry so much about the size of the Eximbank's
direct loan budget. Even if it were doubled or tripled, we are not
confident that that would necessarily bring about an international
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agreement to reduce export credit subsidies. And certainly, with
respect to the budget, in times when we are trying to cut back on
public spending, and to increase the productivity of our industries
by cutting back on taxes, and to increase defense expenditures, it
would be imprudent in our judgment to not cut back somewhat on
the Eximbank budget.

We would hope Eximbank would use its budget judiciously, use it
carefully, and not match in every case, as essentially it did in the
last administration. Indeed, as the Chairman knows as a result of
the hearings you held, from Treasury’s point of view the matching
was overdone in some instances. Those very large projects such as
the Ansett aircraft loan were very expensive, in terms of the
budget.

What Eximbank is doing now and has done in four cases so far,
is to go out in term and up in interest rate. This will make the
Bank more self-sustaining. When the Bank offers very long terms
the French, for example, have difficulty matching.

The way the French budget system works, the longer the term,
the less they can discount their export credit paper through the
Bank of France. France essentially discounts through its Central
Bank credits which are shorter in term than 7 years. The very
long-term credits, in excess of 7 years, have to be funded just the
way Eximbank does on its direct credits. The French have to go to
market. When they go to market, with the French market rates as
high as they are, it hurts the French Treasury to subsidize their
export credits just as it hurts us to do that. In other words, the
subsidies are apparent and not masked by a central bank discount
procedure.

The more Eximbank derogates in term, the more the French,
and other recalcitrant countries are forced to derogate in term.
With this policy we will be negotiating from strength.

If we derogate generally, however—across the board on every-
thing and in every industry—we do not think it would be produc-
tive. The French or others might acceot that longer terms for a
particular industry are required from now on.

Senator Hrinz. Have you considered in particular, going into
those markets that have been, traditionally the reserve of the
French, or anybody else, who has really ignored the arrangement,
or who has simply gone in for obstructionism in the OECD. The
French certainly have done that.

Mr. LANGE. In the case of the French, we already have gone into
their traditional market. For example, in the Ivory Coast, in two
cases, Eximbank derogated in respect of term. And in one case, a
communications project, the United States manufacturer won the
bid over a French manufacturer.

Senator Heinz. That took place last year.

Mr. LANGE. In December, sir. :

Senator HeiNz. The new administration cannot claim that one.
Mr. Uimer was hired by the Commerce Department as Under
Secretary. He happened to be a part of :hat, as I understand it.

Mr. LANGE. I am not aware of that, sir. Of course, during this
time—it was a time of transition, We would not have moved for-
ward in this respect if we were to have to reversed ourselves in a
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month. In all fairness, this was an unstated policy of the new
administration.

Senator Heinz. The point is, that it is now a stated policy. It
sounds like you and I pretty much ag-ee. I assume you have read
my letter of the 19th.

Mr. LANGE. Yes.

Senator HEiNz. Do you have any disagrezments?

Mr. LANGE. No, sir. I thought it was a very well-written letter.

Senator HEINz. Flattery will get you someplace. [Laughter.]

Mr. LANGE. The points are well-taken. It is not that it was well-
written; that's form. The substance was good, as well, sir.

Senator HEINZ. You have no policy disagreements, other than
that you do not want to—I could be contentious and say that that
means that you endorse my bill, but I know you don't mean that at
this time.

Mr. LANGE. I was hoping you wouldn't ask that.

Senator HEINz. Do you believe that with the funding of the
Eximbank at current levels that you can be credible in these
negotiations regardless of how hard you work to make due with the
resources available? My concern is that Exim is already overcom-
mitted. How do you convince the French that although in Decem-
ber of last year we snuck into the Ivory Coast, thai we have the
ahilicy to do that, post-May, which is what they have to worry
about. If they can sneak past May, from their point of view, they
have a free, wide field.

Mr. LANGE. There are two elements to that. One is that in the
past we have considered the Export-Import Bank's budget to be not
only the star in the crown, but even more colorfully characterized,
the major weapon to use to try to bring some discipline in the
arrangement on Export Credits. That is important but we have not
used other systems. We are now convinced that we need much
more than simply an Eximbank budget. The other element. there-
fore, is the need for a strong political will, one which is demon-
strated by senior officials of the administration. And as Mr. Leddy
pointed out, we have that. This issue is a very high priority in the
mind of the Secretary of the Treasury.

Deputy Secretary McNamar, after the IDB meeting, made a
round of trips to London, Paris, and Bonn, with the express pur-
pose of letting our trading partners know that this administration
considers the reduction of export credit subsidies of the highest
priority. It is absolutely antithetical to the Reagan administration’s
efforts to increase productivity, to stand by while foreign countries
subsidize the export of perhaps less productive firms.

I think with that political will, and it will take political will
more than just technical work to succeed. The technicians have
really done all tne technical work. In fact, Peter Gerring, the
German delegate, said there are no more questions to ask; all of
the questions are answered in terms of the techniques to reduce
export credit subsidies. The techniques have been in place a year.
What it will take 1ow is a strong political will. That means other
measures than simply derogating or increasing Eximbank's budget.

Senator Heinz. Mr. Leddy. Thank you. I note the chairman of
our committee, Senator Garn is here. He is here for two reasons.
He is here because he has a great dezi of interest in this subject,
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and the next subject, the Export Administration Act, which he has
been quite a leader in and has gone over : with a fine-tooth comb,
and he is also here, 1 hope, because he knows that I have a markup
in the Finance Committee, disposing of roughly $9 or $10 million of
cuts in entitlement programs we are going to be deciding on.

So Mr. Chairman, I appreciate your being here for that reason as
well. I have completed my questioning of the Treasury witnesses.
et me, if I may, turn the hearing over to the chairman.

Senator GARN [presiding]. We are playing musical Senators. I am
chairman of the HUD, Independent Agencies Subcommittee which
is holding hearings on the National Science Foundation appropri-
ations. But I have a good substitute. I have Senator Schmitt. He
knows far more about science than I do. And he just replaced me,
so I could come up and replace John. So wherever you are
going——[Laughter.]

I have no questions of this panel, unless you have any concluding
statements or anything you would like to add.

Mr. Leppy. | have nothing further.

Senator GArN. Thank you very much.

[Complete statement follows:]
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Statement of Thomas Leddy
Acting Assistant Secretary of the Treasury for International
Affairs
before the
Subcommittee on International Finance and Monetary Policy
of the
Senate Committee on Banking, Housing and Urban Affairs
April 30, 1981
Mr. Chairman, I am pleased to appear before your Subcommittee
in support of the authorization of appropriations for the Treasury's
international affairs functions. I understand that the Subcommittee
is also interested in the Treasury Department's views on the inter-
national position of the dollar, and the status of export credit
arrangements in the OECD, and I will comment on those pouints as well.

Authorization for International Affairs

We have requested an authorization of $23.9 million for
fiscal year 1982. This includes $22.9 million for the basic
programs planned for fiscal year 1982 and an additional $1.0
million that will permit us to return, if necessary, to the
appropriations committees during 1982 for supplemental funding
to cover the cost of any civilian pay raises or overseas cost-
of-living allowance increases that take place during that year.
‘ The basic authorization of $22.9 million that we have
requested for 1982 reflects the President's budget request for
Treasury's international affairs programs. In keeping with the
President's program of reducing the size of the Federal Govern-
ment, our 1982 budget request reflects a net reduction of $767
thousand from the current year funding levels. Similar reductions
are included in our proposed authorizing legislaticn. For 1981,

this committee approved funding authorizations of $24.8 million for

T9-280 O—81-——2
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Treasury's international programs, The bill before you today
reflects a decrease of approximately $900 thousand from last
year's level.

The Secretary of the Treasury has a variety of responsibili-
ties in the area of international economic and financial policy
that are based on statutes, Executive Orders and his traditional
tole as chief financial officer of the Government., The Secretary
serves as Governor for the United States in the International
Monetary Fund, the World Bank Group and the regional development
banks, and difects the Treasury's activities in the Organization
for Economic Cooperation and Development. In addition, the
Secretary is co-chairman of the U.S.-Saudi Arabia Joint Economic
Commission and serves as chairman or member of a number of other
bilateral groups that deal with issues of particular concern to
the U.S. economy. The Secretary oversees U.S. international
monetary policy and operations; represents the United States in
bilateral and multilateral negotiations of international financial
and econmic issues with other nations; and is a key advisor to
the President at Economic Summit meetings. As the chief financial
officer of the Government, as economic spokesman for the
President, and as chairman of the Cabinet Council for Economic
Affairs, the Secretary must assure that the entire range of U.S.
international economic, financial and monetary policies is
consistent with and supportive of both our domestic economic

requirements and our interests in the global economy.



15

- 3 -

Assurance of proper support for the Secretary and other
senior Treasury officials in fulfilling these responsibilities
requires competent and highly professional staff, able to
respond creatively and promptly to often rapidly changing
international circumstances. The staff must maintain a high
degree of current knowledge of economic conditions and policies
abroad, while maintaining the ability to develop, represent, and
negotiate U.S. policy positions and interests with their
counterparts abroad. Much of this substantive staff work is
performed within the Office of the Assistant Secretary for
International Affairs in areas dealing with trade and investment
policy, commodities and natural resources policy, policy dealing
with financing international development, international monetary
affairs and our economic and financial interests in the Middle
East. The international affairs programs also are involved in
a wide range of issues dealing with international taxation,
including the development and negotiation of tax treaties with
a number of foreign governments. Additional staff support is
provided on legal matters, legislative liaison and general
administrative operations.

The request we have made for fiscal year 1982 represents,
in our judgement, the minimum amount necessary to enable us to
carry out the Treasury's international responsibilities while
being consistent with and contributing to the President's affoartg
to control the rising cost of government.

We have included in our request a provisicn for authorizing

such sums as may be necessary for fiscal year 1983.
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This concludes this portion of my statement, Mr. Chairman.
I urge the subcommittee to act favorably on this request, I would

now like to turn to the international position of the dollar and the
export credit arrangenents.

The Position of the Dullar

The position of the dollar in international markets reflects
the relative performance of the United States economy comparedi
with that of other major countries, and expectations regarding
future trends. During the last decade countries experienced
sharp increases in energy prices; slow, uneven and in some
cases negative growth rates; and serious inflationary pressures.

The performance of the {.5. economy, however, declined relative
to the performance of vther major currency countries, including
Japan and Germany. This was particularly true with respect to

inflation and productivity. As a consequence, the dollar fell

against the yen and mark during much of the last decade.

The dollar has been on a firming trend in the foreign exchange
market since last summer. Since the first of the year, the doilar
has appreciated against all major foreign currencies, rising on a
trade~-weighted basis against other QECD currencies by about 5 percent.
The dollar has been particularly strong against the currencies within
the European Monetary System. The exchange market's behavior has
suggested growing confidence in the dollar, and a conviction that
the Reagan Administration is determined to succeed in its effort
to correct the fundamental problems of inflation and low produc-

tivity in the U.S. economy.
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The recent strength of the dollar also reflects the
relatively favorable U.S. current account position -- the balance
on goods and services and unilateral transfers. The U.S. current
account has been in approximate equilibrium over the past two
years and is expected to remain roughly in that position again
this year. 1In contrast, the current account positions of most
major foreign countries have been in substantial deficit.

The foreign exchange markets, certainly so far as the dollar
is concerned, have functioned relatively well in recent months,
although some pressures have developed from time to time on
other currencies. Exchange rates have tended to fluctuate rather
widely from day to day, but the markets have shown a good ability
to regain balance quickly and without undue strain. In large
part, the short-run exchange rate movements we have witnessed
have been influenced by domestic economic and financial instability,
in particular wide fluctuations in short-term interest rates and
changing expectations. The only sure way to reduce exchange
tate volatility is for the leading countries to improve the
performance of their economies.

A major objective of this Administration's domestic program
is to restore the U.S. economy as a source of stability and
growth for the larger world economy. Monetary and price stability
on the domestic front will go a long way towards permanently
restoring confidence in the dollar and will contribute to
stability in the international as well as the domestic financial
mackets. Cuts in marginal tax rates, control over the growth

of government expenditures and regqulatory reform will increase
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saving and investment and lead to a more dynamic and innovative
U.S. economy. As a consequence, the international competitive
position of the U.S. economy will be strengthened.

Negotiations on the International -

Arrandement on Export Credits ’

The negotiations to reduce export credit subsidies will have a con-

tinuing high priority for the United States under the Reagan

Administration. The present international export credit Arrangement

in the OECD is not adequate. It condones subsidies estimated

by the OECD staff to have heen as much as $5.5 billion in CY 1980.
Its minimum interest rates apply to all currencies,

irrespective of financial market conditions that differ widely

from currency to currency. The following table contrasts the

secondary market yields of several of the major trading currencies

with the export credit interest rate most frequently charged:

Export Credit Long-Term
Rate Most Government
frequently Bond Yield Subsidy
currency Charged (February 1981) Difference
French franc 8.35% 15.05% 6.70%
British pound 8.10% 13.84% 5.74%
Deitsche mark 8.90% 9.8% 0.90%
Japanese yen 7.85% 8.79% 0.94%

U.s. dollar 8.60% 12.23% 3.63%
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For the past three years, the United States has sought to
improve the export credit Arrangement by bringing its minimum
interest rate requirements c¢loser to financial market conditions.
in 1980, a report prepared by the Chairman of the OECD Export
Credits Group, (Mr. Wallen of Sweden), proposed two simple alterna-
tives to the static and rigid interest rate matrix of the present
Arrangment.

The first alternative was to weight the yields of government
bonds in the five major trading currehcies by the weights they
have in the basket comprising the Iug's Special Drawing Right
({SDR). The basket interest rate that emerged from the sum of
the five weighted interest rates would, under this proposal, become
the benchmark for the new minimum export credit rates, applicable
to all currencies. This alternative was titled the Uniform Moving
Matrix or UMM.

The second alternative, the Differentiated Rate 5ys£em or
DRS, would use the secondary market ;ields on long~term govern-~
ment bonds in each currency to determine the minimum export credit
rate. In both systems, the benchmark interest rates would be
adjusted periodically to take account of financial market movements,

At a meeting in May 1980, the United States indicatzd its
preference for the DRS system, inasmuch as it most effectively
reduced export credit subsidies. Most other countries, however,
indicated they preferred the UMM system as a less drastic change
from their traditional export credit practices. And one or two
countries indicated they preferred no change at all toward either

the DRS or the UMM.
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A compromise was fashioned in which it was agreed that slight
increases in the rates of the static matrix would take place on
July 1, 1980, while more far reaching reforms would be negotiated
in the fall.

At both the 1980 OECD Ministerial meeting and the Venice Summit
of last year, communiques were issued declaring the agreement of
all participating countries that an acceptable solution to bring
the Afrangement's terms and conditions "closer" to financial market
conditions should be reached by December 1, 1980.

With this seemingly broad consensus, the U.S. government
approached the round of meetings in fall 1980 with a certain
anount of optimism., That optimism was misplaced.

The European Community, as the result of a French veto,
was unable to offer more than a trivial rise in the minimum
export credit rate of 0.8 percent for poor country borrowers
and 1.0 percent for intermediate and rich country borrowers.

The United States labelea this offer “grossly inadequate," but
indicated that it would accept the proposed increases while
continuing t} push for an Arrangement more like that envisioned
in Mr. wWallen's Report.

For countries whose market rates of interest are low, however,
the proposed increases ran counter to the Venice Summit commitment
to bring export credit terms closer to financial market conditions,
Japan, for example, noted that the EC proposal would force the
Japanese Eximbank to charge rates above Japanese long-term prime

lending rates, Justifiably, Japan refused to accept an interest
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rate matrix that allowed some governments to subsidize with
impunity while governments with low market rates were forced
to charge a premium above their cost of money. As a result of
this impasse, the EC offer was not accepted, and no changes
were made in the interest rate matrix of the Arrangement.

In the interim between the December 1980 OECD export credit
meeting and the OECD meeting scheduled for next month, the
Reagan Administration has warned foreign governments that it
is strongly opposed to export credit subsidies, Secretary Regan
has made it clear to foreign economic leaders that we consider
an improved Arrangement a high priority goal. We have also made
it clear that we will not accept in May 198l what we rejected
as a solution in December 1980, A trivial one or two percent
rise in the matrix is not a solution to the problem of export
credit subsidies.

We are considering ways to lend teeth to our negotiating
efforts, and remain hopeful that significant progress can be

.achieved this year,

Senator GARN. We will invite GAO to come up.

STATEMENT OF FRANK CONAHAN, DIRECTOR, INTERNATIONAL
DIVISION, GENERAL ACCOUNTING OFFICE, ACCOMPANIED BY
STEWART TOMLINSON AND ALLAN MENDELOWITZ

‘Senator GARN. I appreciate your being here. During the past
years Congress has heard repeated testimony from leading experts
regarding Soviet diversion of United States and other Western
goods and technology for military purposes. The Soviet invasion of
Afghanistan was supported in part by U.S. technology. This proved
that such a military diversion was taking place and was a common
occurrence. It became clear to me that much of the problem is the
result of inadequacies in our current national security export con-
trol system and its administration, primarily the Department of
Commerce.

Therefore, in February of 1980, I requested that GAO carry out a
complete investigation of the deficiencies of this system. I under-
stand that a draft of the report will be ready shortly, followed by
the issuance of an unclassified report later in the year.

I certainly wish to thank GAO for participating in this hearing
today and the assistance that they have provided my staff over the
last year, and the staff of this subcommittee.
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I am aware of some of the initial difficulties. In my conversations
with Elmer Staats, I had trouble in gaining information a year or
so ago. So I very much appreciate your efforts. If you would like to
proceed, I would be happy to hear your testimony.

Mr. CoNAHAN. Senator Heinz asked that we summarize in the
interest of time.

Senator GARN. I assume that the Senator had asked that. That is
standgrd operating procedure. We will place your statement in the
record.

Mr. CoNAHAN. As you mentioned, this study is being done pri-
marily at your February 1980 request. On that same day in Febru-
ary we received a request from Senator Harry Byrd to do a collat-
eral study. I should like to reflect back also on comments made by
Senator Heinz at the outset, and that is that U.S. industry com-
plains about the cumbersome, inconsistent, and unnecessarily rigid
procedures, and uncertainties in the system impact on their reli-
ability. Thus they maintain that sales are lost or potential markets
cannot be expanded. Other critics believe the system is too loose
and inadequate safeguards are permitting Communist countries to
enhance their military capabilities through U.S. technology.

Our overall observation is that the administration of export con-
trol draws criticism from all sides. To evaluate the system, we
selected a random sample of 94 license applicationis approved for
shipping technology to the Eastern bloc. The period of these li-
censes was the last quarter of 1979 and the first quarter of 1980.
We found that criteria for inclusion of technology subject to control
are too broad. Few items are actually being controlled.

A large part of the system is a process that overly burdens U.S.
exporters and reduces the time available to review important appli-
cations. Review of critical cases may be improved, and there are
serious constraints to deterring unauthorized exports. With more
narrowly focused procedures, the current system can better protect
national security while lessening the burden on U.S. exporters.

I would like to discuss some of the important influences that
have a bearing on how the export control system operates.

The system consists of three princiral activities; one, identifying
technologies and products that need to be controlled; two, deciding
individual export license applications; and three, providing an ef-
fective deterrent to unauthorized exports.

Recognizing that effective export control requires international
cooperation, the United States carries out these activities in con-
junction with its NATO partners and with Japan. This informal
organization referred to as the Coordinating Committee, or
COCOM, establishes a common list of items which participating
governments will control for reasons of mutual security.

In addition to that, the U.S. unilaterally controls a number of
items for national security purposes.

Within the COCOM community, or for that matter within the
U.S. licensing system, there are different levels of control. Militari-
ly significant items, or items which we will refer to as high tech-
nology items today, require unanimous approval from all COCOM
members l;:rior to export and are referred to as exception requests.
On the other hand, lesser technology requires only that a member
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notify the other members that such items have been exported. In
effect, such items are freely exportable.

Another important influence on the cont: )l system is that it is a
reflection of changing national priorities—both legislative and for-
eign policy.

Since 1969, export control legislation, has been shifting toward
liberalizing controls on trade with Communist nations. This can be
seen by looking at the U.S. unilaterally controlled list of items
which has declined from 494 items in 1971 to just 33 this year. The
licensing process is a vehicle for foreign policy implementation.
That is seen in the controversy that has surrounded the approval
of certain cases of technology transfer, such as ball bearing ma-
chines, high powered computers and heavy truck manufacturing
facilities.

To understand what is eventually controtted by the U.S. Govern-
ment for national security reasons, one needs to go beyond the
commodity control list to identify what applications were reviewed
by the Department of Defense. We've found that there is a genuine
concern of the Department of Defense with only a small percent of
the total number of export applications received.

In 1980 the licensing system handled between 75,000 and 80,000
applications for export for commodity control list items to various
destinations around the globe. Of this total, only 3,000 were re-
viewed by the Department of Defense. Even for the Warsaw Pact
countries, our random sample showed that the Department of De-
fense reviewed only 30 percent of these applications.

Defense asked to examine only those applications involving high
technology. It has concluded that lower technology exports do not
constitute a significant military risk and Commerce should assess
the risk without Defense review.

Accordingly, and in the very formal sense, Defense has delegated
authority to Commerce to decide on all such cases because the vast
majority of applications involve low technology and are routinely
processed with little, if any, review currently.

The licensing system has become a meaningless paper exercise.
Such a situation detracts from the importance of control and raises
serious questions as to whether low technology items should re-
quire export licenses.

One would think that, over time, such low technology items
would have been eliminated from licensing requirements. This has
not happened apparently because of the desire on the part of the
executive agencies not to weaken the mechanism available for
changing controls in response to foreign policy, the need for export
information, and the unwillingness to reduce the margin of safety
in the system.

We have reason to think that there are other mechanisms in
place to address all three.

We selected 94 approved cases processed just before and after
Russia’s invasion of Afghanistan. The Department of Defense is
making a good review of these cases but we think some improve-
ments can be made. We found some problems in the way in which
the Commerce Department is carrying out its responsibility to
identify the significant cases for Defense review. We identified
ways that the national security review process can be improved.
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We do think, however, that the process does deny more applica-
tions than is commonly perceived.

Insofar as the Defense involvment in the process is concerned,
we looked at 14 of the 28 cases in our sample that Commerce sent
to Defense to review. We found that 12 of the 14 cases received
technical command input; 8 cases were recommended for approval
but, in 4 of these cases, at least 1 of the technical commands
recommended denial. In three cases the denial was overruled by
approving the items with limits on the technical specifications or
reducing the equipment’s performance characteristics. The remain-
ing case was approved without conditions foilowing detailed discus-
sions with the technical command.

Defense officials have generally acknowledged that the technical
commands have differing opinions on recommendations. Defense R.
& E. sometimes overrules technical command positions because
they are not adequately supported in their view. On the other,
there have been cases where the technical commands recommend-
ed approval, but because of other considerations, Defense recom-
mended dental.

Insofar as Commerce is concerned, the trigger mechanism for
getting the cases to Defense is an identification of the technical
specifications of each proposed export. Commerce refers to the
formal delegations of authority from Defense in making decisions
on whether Defense should review the case. We found some prob-
lems in the Commerce administration of that which we can talk
about if you would like, sir.

The third important aspect of the control systems is enforce-
ment. The export control process for the most part, as you know, is
an honor system which relies on the basic integrity of the export
community and it’s willingness to abide by the law.

Major difficulties accompany the enforcement effort. There are
300 air, sea, and highway exit points in the United States, and
there are also frustrating difficulties involved in dealing with en-
forcement abroad. Therefore, any effort that would be comprehen-
sive enough to insure compliance with controls would probably be
cost prohibitive. However, we believe that better use can be made
of the resources that are now available.

We noted that the FBI reports that Russia has indeed steppped
up its efforts to obtain Western technology. The FBI has increased
its foreign counterintelligence ~ffort—an area that includes export
control. However, the FBI has nt been asked by Commerce, as far
as we can determine, to investigate any specific cases, nor does it
feel it has statutory authority for enforcing the Export Administra-
tion Act. Its work involves export control only as a part of its
foreign counterintelligence effort.

Another major problem has to do with diversions once the com-
modities have left our shores. We know that about 36 potential
violations involved exports of computers, semiconductor technology,
and other sophisticated equipment were discussed with foreign gov-
ernments during 1980.

As we mentioned above, full compliance is not perhaps feasible
considering the enormity of the potential problem but better use
could be made of available resources. As an example, Commerce
has made very little effort toward adopting recommendations we
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made in the 1979 report, discussed before this committee about 2
years ago. Random cargo inspections are not yet being made at a
representative sample of ports nor are they being scheduled around
the clock or on weekends. Furthermore, Commerce has not yet
tightened its management of the program to monitor the end use
of critical items.

Mr. Chairman, we will take any questions you may have at this
time.

[The complete statement follows:]
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UNITED STATES GENERAL ACCOUNTING OFFICE
WASHINGTON, D.C. 20548

FOR RELEASE ON DELIVERY
EXPECTED AT 10:00 a.m.
THURSDAY APRIL.30, 1981
STATEMENT OF
FRANK C. CONAHAN
DIRECTOR, INTERNATIONAL DIVISION
BEFORE THE
SUBCOMMITTEE ON INTERNATIONAL FINANCE AND MONETARY POLICY
SENATE COMMITTEE ON BANKING, HOUSING, AND URBAN AFFAIRS
ON THE ADMINISTRATION OF
EXPORT CONTROLS UNDER THE EXPORT ADMINISTRATION ACT
Mr. Chairman and Members of the Subcommittee:

We ar= pleased to be here today to share with you our views
on the export control system for commercially available commodi-
ties as administered by the Department of Commerce and a group of
consulting agencies. As you know, under the Export Administra-
tion Act, the Urited States controls the export of "dual use"
commercial products and processes for national security, foreign
policy and short supply purposes. Our current review addresses
congressional concerns about how well the system is carrying out
the Act's national security goal of controlling exports of mili-
tarily significant technology and products to Russia and other
Eastern bloc nations. This particular aspect of the control sys-
tem requires that the Department of Defense must he consulted by
Commerce and that Defense may recommend that the President deny

any application on national security grounds.
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The administration of export control is an onerous paperwork
system that draws criticism from all sides. U.S. industry com-
plains about cumbersome, inconsistent and unnecessarily rigid
procedures and that uncertainties in the system impact on their
reliability. Thus, they maintain, sales are lost or potential
markets cannot be expanded. Other critics believe that the sys-
tem is too loose and that inadequate safeguards are permitting
the Communist countries to enhance their military capabilities
through U.S. technology.

To evaluate the system, we selected a random sample of 94
license applications approved for shipping technology to the
Eastern bloc. We also reviewed actions taken to amend the con-
trol lists and to enforce compliance with control legislation.

We found that

~=criteria for inclusion of technology subject to con-

trol is too broad--far fewer items are actually being
controlled:

~-~a large part of the system is simply a paper process

which overly burdens U.S. exporters and reduces the
time availatle to review important applications;

--the review of critical cases should be improved; and

--there are serious constraints to deterring unauthor-

ized exports.

We believe that with more narrowly focused control criteria
and procedures, the current system can better protect national
security while lessening the burden on U.S. exporters. Before

elaborating on these points, we would like to discuss some of the
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important influences that have a bearing on how the export con-
trol system operates.

INFLUENCES ON THE
EXPORT CONTROL SYSTEM

The export ccntrol system consists of three principal activ-
ities: (1) i1dentifying technologies arnd products that need to be
controlled, (2) deciding on individual export license applications,
and (3) providing an effective deterrent to unauthorized exports.

Recognizing that effective export control for Communist
country destinations requires international cooperation, the
United States carries out these activities in conjunction with
its NATO partners and with Japan. This informal organization,
referred to as the Coordinating Committee, or simply COCOM,
establishes a common list of items which participating govern-
ments will control for reasons of mutual security.

Under the COCOM mechanism, members must all agree on items
added or deleted from control. Since compromise is a critical
element of the process, members obviously do not get all that they
want--be it for more control or less. In the last COCOM list
review, for example, we were told that the United States has
achieved most of what it wanted. This apparent success, however,
must be tempered by the fact that Defense technicians wanted more
items controlled than the U.S. position called for and no agree-
ment has yet been reached on scme cf the more critical items, most
notably, computers, lasers, and numerically controlled machines.

Currently, COCOM member governments control 125 categories of
industrial items. In addition, the United States unilaterally

rcontrols 33 items for national security reasons, including
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technologies and products unique to the United States ard items
for which more control than agreed to in COCCM has been deemed
appropriate.

Within the COCOM community, or for that matter within the
U.S. licensing system, there are different levels of control.
Militarily significant items, or items which we will refer to as
high technology items, require uranimous approval from all COCOM
members prior to export and are referred to as exception
requests. On th2 other hand, lesser technology requires only
that a member notify the other members that such items have been
exported. In effect, such items are freely exportable. The
Unitec States, for example, approves almost all such items for
export with little or no review.

Not only is the distinction between high and low technclogy
defined in the COCOM list, but the U.S. Government also uses such
criteria to determine what cases receive critical review by
Defense. Commerce is delegated the authority by Defense to
decide on low technology applications without referral to
Defense. We might note, in this ccnnection, that such distinc-
tions are not part of the Commodity Control List provided to U.S.
industry.

Changing national priorities

Another important influence on the control system 1is that it
is 2 reflection of changing naticnal priorities -- both legisla-
tive and foreign policy. Since 1969, export control legislation,
has been shifting toward liberalizing controls on trade with
Communist nations. This can be seen by looking at the U.S.
unilaterally controlled list of items which has declined from 494

4
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in 1971 to just 33 in 1981. This does not mean, however, that
there have not been continuing concerns about the strategic
im>lications of U.S. East-West trade.

In the foreign policy area, there have been alternating
political highs and lows in U.S. relationships with Communist
countries. This includes shifts from a virtual trade embargo
just after World War II to liberalized trade during the detente
period and then recently back to a partial emb: go on Soviet
trade as a result of the Afghanistan invasion. These policy
shifts affected the export control system by making decision-
making more restricted during confrontation periods and more per-
missive during cooperative periods. Thus, the licensing process
pecomes a vehicle for foreign policy implementation. This is
seen in the subsequent controversy that has surrounded the
approval of certain "celebrated" cases of technology transfer,
during the period of detente, such as ball bearing machines,
high powered computers and heavy truck manufacturing facilities.

Another illustration is the recent liberalizing of trade
with the Peoples Republic of China. The resulting rapid increase
in exports of products with dual use potential to that nation
could be subject to strong criticism and concern sometime in the
future if relations with the PRC wer= to deteriorate. We are not
making a judgment on these shifts in foreign policy, but are
merely pointing out their importance in operating the export con-

trol licensing system.
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CONTROL CRITERIA SHOULD
BE MORE NARROWLY FCCUSED

To understand what industrial exports are eventually con-
trolled by the U.S. Government for national security reasons, one
must go beyond the Commodity Control List (CCL) to identify which
applications were reviewed by the Defense Department. In doing
this, we found that there is genuine concern with only a small
percent uf the total number of export applications received. In
1980, for example, the U.S. licensing system handled 80,000
industry applications for export of CCL items to various destina-
tions. Of this total, only 3,000 were reviewed by the Defense
Department. Even for Warsaw Pact countries, our random sample
showed that Defense reviewed only 30 percent of the applications
approved for those countries.

Why does Cefense review so few applications? The answer
stems from the fact that Defense asks to examine only those cases
involving high technology. Defense has concluded that lower tech-
nology exports do not constitute a significant military risk and
that Commerce should asress the risk without Defense review.
Accordingly, Defense has delegated authority to Commerce to
decide all such cases. These delegations of authority cover most
items on the CCL and contain specific performance characteristics
above which Commerce must :.nd the application to Defense for
review. Delegations of authority also apply to destinations.
Consequently, what is considered high technology for cne country
may not be for another. The most restrictive standards are for

the Communist bloc countries.
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Because the vast majority cof applications involve low tech-
nology and are routinely processed with little if any review, the
licensing system has largely become a meaningless paper exercise.
Such a situation clearly detracts from the importance of control
and raises serious questions as to whether low technology items
should require export licenses.

On this point, the Congress has supported eliminating con-
trols for items that no longer represent a military risk. For
example, section 5(g) of the Export Administration Act states
that:

"INDEXING-In order to ensure that requirements for validated

licenses and qualified general licenses are periodically

removed as goods or technology subject to such requirements
become obsclete with respect to the national security of the

United States, regulations issued by the Secretary [of Com-

merce] may., where appropriate, provide for annual increases

in the performance levels of goods or technology subject to

arny such licensing requirement. Any such goods or technology
which no longer meet the performance levels established by

the latest such increase shall be removed from the list * * * ¢

Industry has also argued for stronger decontrol of exports,
particularly to the non-Communist world. The executive branch,
however, has done little with regard to formal decontrol. During
the most recent COCOM review, the United States introduced only
two proposals for indexing and both were later withdrawn. Fur-
ther, since passage of the 1979 Act, the United States has elimi-
nated no unilateral controls.

One would think that, over time, low technology items would
have been eliminated from licensing requirements. This has not
happened, apparently because of a desire not o weaken the mechan-
ism now available for changing controls in response to foreign
policy shifts, the need for export information, and an unwilling=-

ness to reduce the margin of safety in the system.
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As to weakening our response to foreign policy shifts, we
believe that eliminating low technology items from control does
not preclude the Government from subsequently embargoing commodi-
ties. With regard to information needs, the Government would
continue to receive sufficient information on decontrolled
exports through shippers' export declarations, which are required
on all U.S. exports, licensed or not. Finally, the definition of
high technology includes a safety marcin. Defense approves many
exceptions in the high technology classification, suggesting that
lower technology can be decontrolled without losing the necessary
safety margin.

In summary, since the Government does not now critically
review low technology exports, such items, as defined for Warsaw
Pact countries, could be removed from licensing requirements
without jeopardizing U.S. national security. Such action would
remove an unnecessary and costly burden from both industry and
Government and free more resources to review high technology
applications.

CRITICAL CASE REVIEW
SHOULD BE IMPROVED

To analyze how national security cases were being reviewed,
we randomly selected 94 approved cases processed just before and
after the Ruscian invasion of Afghanistan. The Department of
Defense has the key role in reviewing cases involving militarily
significant technology; and it is generally making a good review
of these cases; but that review could be improved. We also found
problems in the way in which the Commerce Department is carrying

out its important responsibility to identify the significant
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cases for Defense review. We identified ways that the national
security review process can be improved.

The system, however, does deny more hational security sensi-
tive applications than is commonly perceived. Although less than
one percent of the total applications processed by Cammerce are
denied, this figure increases significantly when one examines the
situation regarding Warsaw Pact destinations. For example, in
the last quarter of 1979, and prior to the invasion of Afghani-
stan, 7.7 percent of requests for export to the Warsaw Pact
countries were denied. Furthermore, if only the high technology
exports to the Pact are considered, approximately one out of
every four cases was denied. In addition, our sample cases indi-
cated that about 7 percent of the approved Warsaw Pact cases were
modified to reduce the technical capabilites of the items before
they could be exported.

Defense's key role
in analyzing cases

Defense's evaluation of high technology cases for potential
military significance is carried out by the Defense Research and
Engineering staff with the assistance of the military technical
commands, certain technical experts, and Defense intelligence.

We looked at 14 of the 28 cases in our sample that Commerce sent
to Defense for review. We found that 12 of the 14 cases received
technical command input; 8 cases were recommended for approval
but, in four of these cases, at least one of the technical
commands recommended denial.

--In three cases the denial was overruled by approving

the items with limits on the technical specifications
or reducing the equipment's performance characteristics.
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--The remaining case was approved without condi-

tions following detailed discussion with the
command.

Defense officials acknowledged that the technical commands
frequently have differing opinions on recommendations. Defense
Research and Engineering sometimes overrules technical command
positions because they are not adeguately supported. On the
other hand, there have been cases where the technical commmands
recommended approval, but because of other considerations,
Defense recommended denial.

In 1979, we reported that the technical commands were not
specifically funded for export licensing reviews and this still
hampers Defense Research and Engineering officials. As a result,
technical command reviews receive a low priority and according to
Defense officials, the cases are not always assigned to the best
qualified people. Defense officials indicated that the technical
commands ' reviews are critical and they cculld be made much better
if they were part of their specifically assigned duties with
appropriate funding instead of having the costs covered by the
budget for overhead.

Defense intelligence makes checks on the designated end
users plus some technical analyses for all Soviet Union cases and
some other Communist country cases. Greater emphasis was placed
on these reviews starting in 1979. Before then, only about 25
cases were reviewed a year but this has increased now to more
than 100 per month. According to Defense officials about 2 to
3 percent of the cases have been found to involve unacceptable
end users and another 5 to 6 percent have been found to involve
questionable end users. Defense intelligence is scheduled to

10
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receive an increase in funding for this activity in its fiscal
year 1982 budget. Defense noted that this inhouse intelligence
effort is necessary because it cannot rely on Commerce's identi-
fication of end user activities.

Some problems with Commerce’s
initial reviews

The trigger mechanism for getting the proper cases to
Defense is Commerce's identification of the technical specifica-
tions of each proposed export. Commerce refers to the delega-
tions of authority from Defense in making the decisions on
whether Defense should review a case. We found that there is a
problem with the way Ccmmerce is carrying out this responsibil-
ity. For example, Commerce failed to send Defense 3 of 31 cases,
or about 10 percent of such cases in our sample, that should have
been sent for review according to the delegation of authority
criteria. 1In two of the cases, Commerce officials said precedent
was involved and that such precedents were interpreted under the
delegations to allow them to approve the cases without referral
to Defense. However, the third case did not involve such incer-
pretation and, therefore, was in clear violation of the delega-
tion, and Defense had no opportunity to deny the sale as allowed
under the law.

Another problem is that Commerce is nat getting the cases
to Defense in a timely manner. Under the Export Administration
Act, within 10 days from receipt of an applic: .ion Commerce must
make an initial decision whether or not the application requires
Defense and other agency review. This action is not being com-

pleted within the required timeframe and often takes about

11
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30 days. Therefore, the reviewing agency has that much less time
to analyze the case. Defense complains about this and adds that
over the last 1-1/2 vyears, Commerce did not provide enough infor-
mation to analyze many of the cases.

We also identified various management weaknesses within Com-
merce's daily processing of export license applications, includ-
ing (1) the need to streamline the flow of applications within
the system and eliminate duplicative review efforts, (2) insti-
tute an adequate system fo: monitoring safeguard provisions which
are added tc certain licenses before they are approved,

(3) require greater accourtability through better recordkeeping,
and (4) update the Office of Export Administration procedures
manual. Commerce is currently adildressing some of these problems
and expects to improve its cperatiocon.

INEFFECTIVE DETERRENT TC
UNAUTHORIZED EXPORTS

The third important aspect of the control system is enforce-
ment of the export contrcl law. As you know, the export control
prccess for the most part is an honor system which relie¢ on the
basic integrity of the export community and its willingness to
abide by the law.

Major difficulties accompany the enforcement effort. There
are some 300 air, sea, and highway exit pcints from the United
States and there are also frustrating difficulties involved in
dealing with enforcement abroad. Therefore, any effort that
would be comprehensive encugh to insure compliance with controls
would probably be cost prohibitive. However, better use could be

made of availabile resources.

12



Detecting unauthorized
shipments

During 1980, Commerce's compliance activity opened 354

investigations of alleged vioclations of the Export Administration
Act. It also imposed administrative penalties in 12 instances.
Further, the Justice Department imposed criminal penalties
against four individuals. This compares to 224 investigations,
11 administrative penalties and two criminal penalties in 1978.

At the same time, the backlog of uncompleted investigations
at Commerce has grown from 189 in fiscal year 1976 to 426 in fis-
cal year 1980. Many of these cases also involve alleged
unlicensed technology exports, which may result in criminal or
administrative penalties.

Rapid changes in technology have increased the desirability
of U.S. products, and miniaturization of computer programs and
other products have made clandestine shipment easier. Also, it
is reported that policy restrictions on exports to the Soviet
Union following the invasion of Afghanistan have made violations
even more profitable.

The FBI reports that Russia has stepped up 1ts attempts to
obtain Western technolcgy, especially computers, microelectronics,
fiber optics, and lasers. The FBI has increased its foreign
counterintelligence effort--an area that includes export control.
However, the FBI has not been asked by Commerce to investigate
any specific cases, nor does it feel it has statutory authority
for enforcing the Export Administration Act. 1Its work involves

export control only as a part of its counterintelligence work.
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Another major problem is that such items can also be easily
diverted after leaving U.S. shores. Of course, the magnitude of
such diversions can only be estimated, but Government agencies )
have reported on the problem. The State Department noted that in
1980 about 45 diversion cases were discussed within an inter-
agency committee. Alsc about 36 potential violations involving
alleged illegal exports of computers, semi conductor technology,
and other sophisticated electronic equipment were discussed with
foreign governments during 1980.

Such problems can and have occurred not only in other coun-
tries but within the COCOM countries themselves. Obtaining an
adequate degree of cooperation among COCOM members in investigat-
ing and prosecuting diversion cases is difficult. Each violation
is handled on a case-by-case basis and no formal mechanism exists

to coordinate and assist each countries' efforts.

How effective is the Government's
enforcement effort?

A recent National Secu.ity Council export control study
identified two major areas of concern--insufficient resources
devoted to enforcement, and lack of adequate coordination among
Government agencies concerned with export control enforcement.

As we acknowledged above, insuring full compliance is not
really feasible ccnsidering the enormity of the potential prob-
lem; but better use could be made of available resources. As an
example, Commerce has made very little effort toward adopting
recommendations we made in a 1979 report. Random cargo inspec-
tions are not yet being made at a representative sample of ports

of exit nor are they scheduled around the clock or on weekends.

14
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Furchermore, Commerce still has not yet tightened its management
~Z the program to monitor the end use of critical items, although
efforts continue to include onsite visitation clauses in approved
lic~nse applications.

We are H»repared to repeat our prior recommendations regarding
compliance ef.'orts and sudgest that greater cooperation be pursued
not only among our own agencies but with the COCOM countries as well
In this regard, we believe that our proposal for adjusting the
criteria for control will also assist in ~lleviating the inspection
workload and encourage other countries to better control that which

is really important.

Mr. Chairman, we believe that potential adjustments to
lighten the export control workload exist, and that these might
well be considered before more resources are applied to the sys-
tem.

This concludes our prepared statement and we will be happy
to answer any questions that you may have on the points we have

covered today.
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Senator GARN. Thank you very much. First of all, do you feel
that you have sufficient capability under section 12(c) of the Export
Administration Act to gain access to necessary information from
various agencies? I'm referring back to our problems initially, your
inability to get information, specifically if requested by a member
of the Senate or of this committee.

Mr. CoNAHAN. After a protracted period and with a great deal of
assistance from yourself, Mr. Chairman, we were, in midsummer of
last year, given what we consider to be sufficient information in
order to carry out the objectives of this review. That information is
proprietary in nature. It needs to be protected. We appreciate the
sensitivities in handling it. We feel that they could have been more
forthcoming and they could have acted in a more timely fashion in
cooperating with us in that regard. We did eventually get it.

Senator GARN. Do you recommend any changes in the act to
solve that problem?

Mr. CoNnaHAN. | think if a support agency such as our own were
included under the provisions of 12(c), we could directly deal with
the Department of Commerce in that regard, and it would be
helpful and it would cut down on the problems of getting that.

Senator GARN. Since 1972 how many items that are transferred
to the Soviet Union have been subject to export control safeguards
such as visitation inspection rights and who within the executive
branch reviews the safeguards?

Mr. CoNnaHAM. I'm not in a position to quantify that. I can say
that the system as we found it does not permit one to get a very
good feel for how well the safeguards program is indeed working.
For the most part, safeguards are associated with exports of com-
puters. For example, there are limitations put on the provision of
spare parts. Spare parts are limited to a 6-month period.

The inspector is an employee of the supplier, and indeed might
be not a U.S. citizen, but a foreign national. We found there is not
a system in place to track safeguards within the Department of
Commerce that in the first place have been put on these licenses,
nor is there any sort of file to determine that reports are being
made on the part of these folks.

And third, there really has not been, as far as we can see, any
sort of a negative report. We are left with the uneasy feeling that
the system is simply inadequate to answer the question.

Senator GARN. What you are discarding is a system, no matter
how much in the last couple of years I have heard Congress defend
it, where all of the information shows you have a system that is a
bureaucratic nightmare, causing all sorts of paperwork burdens.
There is practically no way to determine whether it is functional,
and we are imposing all of the rules and regulations in filling out
the forms, but there is no way to find out whether it is being
observed.

It seems incredibly loose. It flies in the face of Cengress testimo-
ny over the last couple of years.

Mr. CoNaHAN. That is particularly true with respect to the point
of your question. Indeed, our position is that a study be made in an
effort to cut down on the items that are ultimately subject to
licensing, a move toward reducing the burden on the executive
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agencies in this area, with the view that perhaps they could redi-
rect their efforts and concentrate on the more important things.

Senator GARN. Beyond the honor system without having
people—somebody who wants to subvert the export controls, it
appears there is no problem at all. Somebody who wants to be
dishonest, it sounds like there is not even a small sieve. There are
huge holes.

Mr. CoNaHAN. The Department will testify that they are at-
tempting to make some improvements in that area. I think there is
some recognition of the problem and a move to correct it, but as of
today there quite frankly has not been any movement in this
regard over the last 2 years.

nator GARN. Our testimony in a previous session was they
were not even attempting to hire. They had vacancies making no
attempts to hire. That is standard testimony before this or any
other committee that when something is not being done, they are
attempting to solve the problem, attempting to improve. Years
pass; months pass. They are still attempting.

That is standard bureaucratese that comes on the record all the
time from agencies that are not performing the way they should.

How many reports of diversion on Soviet bloc companies have
been received since 1972?

Mr. CoNnaHAN. I think the Department of State records show
there were 45 alleged diversions during 1980.

Mr. ToMmLINSON. The Department of Commerce cannot tell us just
how many cases there are without a manual search of their files,
but the Export Administration’s compliance division shows 350
cases a year, and estimates about 5 to 10 percent of these cases will
show diversion to Communist countries.

Senator GARN. Are you aware of how many investigations have
been conducted regarding these diversions?

Mr. ToMLINSON. These would be the investigated cases. As they
said, foing back this far, there is some difficulty in pulling it out of
the files. It is not readily available.

S(le.r::itl:,or GARN. Do you know whether any sanctions have been
applied?

r. ToMLINSON. Of course there are different sanctions that have
been applied, both by the Office of Export Administration, adminis-
trative sanctions, and also criminal sanctions applied by the Jus-
tice Department. We have some figures in our statement for the
record in that regard. If I remember correctly, last year there were
4 criminal penalties by the Justice Department and 12 administra-
tive penalities, I believe, by the Office of Export Administration.

Senator GARN. In light of the fact that the backlog has gone from
189 in 1976 to 426 in 1980, why has not the FBI asked to assist in
investigating specific cases?

Mr. CoNAHAN. I believe the FBI, Mr. Chairman, takes the posi-
tion that it does not have authority to investigate compliance
within the Export Administration Act. Thus, it does not entertain
the notion of doing investigations concerning compliance with the
act, unless it is in connection with its other counterintelligence
activities.

Senator GARN. I do intend to introduce an amendment to the act
that will prevent all departments and agencies from withholding
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information needed for enforcement of the act. After our experi-
ence last year, | would expect the Commerce Department, Customs
and the FBI would then begin to share information that will en-
hance enforcement, which obviously they are not capable of due to
numbers or desire or whatever.

Can you teil me why it is, that the distinction between high and
low technology goods are nct part of the commodity control list
provided to the industry, as you testified a few minutes ago?

Mr. CoNnaHAN. There are several lists, I suppose, that we have to
think about. We have a COCOM list which requires prior consent
from COCOM countries to export what is considered a Ligh-tech-
nology item. But items considered low technology may be exported,
and COCOM need only be notified after the fact.

There is a general consistency, between thai distinction and the
distinction within the U.S. Government b:iween what we called
earlier high-technology and low-technology items—the latter is
what the Department of Commerce rules on under the DOD delega-
tion of authority.

Senator GARN. How do the other COCOM countries handle this
distinction? You are also saying, possibly saying that by making
the distinctions public we could cut the number of companies need-
ing to file applications.

If that is so, how do other COCOM countries handle these dis-
tinctions?

Mr. ToMLINSON. Of course, if we were to make a change in our
criteria, we would have to get the concurrence of the other COCOM
nations. In regard to the lower technology or the less militarily
critical items, these are called, under COCOM, administrative ex-
ception notes to the list which makes these allowances. Member
countries are to report to COCOM in regard to the value of items
which are shipped under these administrative exception notes.

As a matter of fact, there is much delinquency involved in these
countries, even reporting on these.

In regard to whether exceptions are run through the COCOM
system on the higher technology items and how well that is being
handled, I know it does concern us. There are discussions among
the countries within the COCOM area to ask that we get better
cooperation. As we said, there is a problem in getting cooperation.
There are many different levels of adherence in these countries.

Senator GARN. On the low technology items, ones that can be
shipped by non-COCOM members unilaterally?

Mr. ToMLINSON. Yes.

Mr. CoNnaHAN. Let me add one note to that. In the COCOM list
itself are a number of explanatory notes. These notes are consid-
ered sensitive and within the U.S. system are not available to U.S.
suppliers. The COCOM list, essentially, absent the explanatory
notes, is put in the Federal Register, ang that is what our suppliers
see, thus giving them some difficulty as to what the item really is.

Our understanding is that in the {!nited Kingdom, the entire list
is published, and it is available to United Kingdom suppliers.

nator GARN. In what agency or agencies of the Government is
there major resistance to reducing the technical requirements of
licensing, which you have spoken about?

Mr. CoNAHAN. I think the Department of Defense.
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Senator GARN. What is your assessment of the Commerce De-
partment’s effectiveness in providing a complete and accurate trail
of goods and commodities of technical data exported to the Soviet
bloc? In other words, what was exported in what quantities? When
was it exported? And so on.

Mr. CoNAHAN. Generally it is not very good, and it has not
improved over time. For example, we are able to determine the
value of export licenses approved in any given fiscal period, but
there is no system which matches licenses with actual shipments
as contained in an exporter’s declaration. With a license one never
knows at any one time how much of the goods licensed have indeed
been shipped. Half of those items covered by a license may have
gone, or even less than half. Indeed, more than what was licensed
could have gone. The system does not show us that.

Senator GARN. Are current control procedures carried out by the
Commerce Department adequate to protect against military-critical
technology on security-sensitive goods and technology being sent to
the Soviet Union? Specifically as the commodity cortrol list has
been issued by Commerce, is it adequate to prevent these occur-
rences? .

Mr. ConaHAN. We think that the system is working reasonably
well. There are a lot of pressures, not only in the Department of
Commerce, but also in other agencies, particularly in the Depart-
ment of Defense on that system. These pressures that I speak of,
which you were not terribly impressed with earlier, Mr. Chairman,
have to do with the ability ¢! the people to get the job done. The
job, as it presently stands, seems to be bigger than the resources
available with which to do it, both in Commerce and in the Depart-
ni2nt of Defense.

That is one thing. There are honest differences at the technical
level as to what constitutes a militarily critical item. We have not
yet spoken of the foreign policy considerations involved in these
approvals.

In connection with some of the earlier cases that we looked at
outside of our random sample, clearly those cases received atten-
tion far beyond what is the usual case.

Senator GARN. You said the items controlled unilaterally by the
U.S. declined from 494 in 1978 to 33 in 1981. Do you have some
samples of those items that were dropped, and why?

Mr. CoNaHAN. The why, I think, is the general liberalization of
trade during that period. We have categories of examples. Mr.
Tomlinson?

Mr. ToMmLINSON. In these items there are various chemical type
things, silicone fluids, resins. You can have marine items, turbines,
aircraft landing mats, various things of this nature, which, as we
said, are not controlled by COCOM. Many are chemicals.

Senator GARN. You also mentioned in your testimony the recent
liberalization of trade with the People’s Republic of China, and say
that many exported goods have dual potential and we may regret
at some point, that we are doing that with China. Are these goods
subject to the same analysis as other exports to the Communist
bloc, or is China being treated differently?

Mr. ToMmLINSON. Of course they are treated the same with regard
to the review in the system, yes. They are reviewed as to end use,
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the same as the others, the point being more of these have been
approved in recent times because of the policy than they might
have been a few years ago. There is the general trend of this.

Mr. ConaHAN. The reason that is in our statement is precisely
what Mr. Tomlinson said. The system does react to the current
policies. Right now the policy is a liberalization toward the People’s
Republic of China. The point is if that policy changes. and we see @
restriction or a constraint of that liberalization. some of these
could, using the criteria of the day, be locked on differently from
the way they were looked on at the time they were licensed.

Senator GARN. You cite the fact that they are screening only
3,000 of the 80,000 license applications. The majority were Warsaw
Pact countries. Also, only 1 percent of the total applications were
denied, while 25 percent of the high technology export were re-
fused licenses. I assume this is the reason that you were talking
about recommending we reduce the need for licensing on the low-
technology items.

Have you considered the effects of eliminating licenses based on
destinations, such as COCOM countries?

Mr. ConaHAN. I think that, perhaps, would be a second step. We
have considered it. I am not sure that we have come to a conciu-
sion on it. It certainly is in the same direction.

Senator GARN. If these were done, do you think COCOM controls
would be strengthened enough to prevent illegal diversions?

Mr. ConanaN. I do not know that I can comment on that. That
would be a long, involved negotiating process.

Senator GARN. Do we really have any enforcement powers at all.
if goods are reexported from a foreign country.

Mr. CoNnaHAN. Only in terms of what we can negotiate.

Senator GARN. In your investigation, were you able to determine
what steps were taken when we discover that an export has been
diverted or reexported to a country that is not cleared to receive it?

Mr. TomLiNnsON. What steps are taken? What steps are taken is
that these are taken up diplomatically, or through the COCOM
mechanism when we meet in Paris. There have also been some
special reviews of this, in which staffs have met just for the pur
pose of reviewing the diversion area. I think much of this has been
at the behest of the United States.

Senator GARN. You state that there are 36 potential violations
that were discussed with foreign governments in 1980. What were
the results of these discussions and are there any other steps we
can take to enforce compliance?

Mr. TomLINSON. We are not in a position to inform you as to the
results of those. There are classifications involved. In fact, [ might
say with respect to some of the publication of these cases in the
past there has been a question about classification. It does deal
with national sovereignty, et cetera. It is difficult to talk about
these in an open forum, to obtain the information. !

Senator GARN. I understand. I'll read about it in the Washington
Post. [Laughter.] Or in the Aviation Week and Space Technology.
Do you have any feelings about how the issue of foreign availabil-
ity has influenced you as export controls?

Mr. CoNnaHAN. | think it is one of a number of factors, and
frequently not a very important factor, in the consideration to

79-280 O—Bl1-—4
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issue a license. Based on our interviews, it is considered, but it does
not loom all that terribly important.

Senator GARN. Is the indexing concept—does that provide ade-
quate control in the high technology areas of computers, microelec-
tronics, semiconductors, and so on?

Mr. CoNAHAN. Except in the sense that indexing is a concept
that comes into play in terms of revisions, periodic revisions to the
COCOM list. Indexing, per se, really has not been given a chance.
It has not operated. I believe the U.S. provided two cases to
Cl?COM but withdrew both. I think we have to wait and see on
that. :

Senator GARN. Do you have an assessment as to whether the
intelligence agencies are doing an adequate job regarding the
export of goods?

r. CONAHAN. We have difficulty getting a good handle on that,
perhaps for the same reason that people in the Department of
Commerce have, for example, difficulty in getting good intelligence
information. The sharing of intelligence information is something
that is very difficult to bring about. There are real considerations
as to exposing sources and methods. Clearly there needs to be a
better cooperation between the intelligence agencies, between
themselves and with the other executive agencies.

There have been assertions that some improvements have been
made in that area over the last year or two. Quite frankly, we have
not seen any real improvement.

I guess I'm not giving you a very good answer, but I'm not really
in a position to give you a very good answer.

Mr. TomLiINsON. DIA has stepped up their assistance to the De-
{Jartment of Defense quite a bit with regard to work in this particu-
ar system, checking end users, et cetera.

Senator GARN. Gentlemen, there are additional questions I would
like to ask you, but they get into more technicalities and probably
some classifications, so what I would like to do—what I was going
to say is that I would submit some questions to you for later
response,

However, I have been asked to ask you a question for Senator
Proxmire. You have stated that the administration of the export
laws is an onerous paperwork system. The question is, what per-
centage approximately of the activities of the export administra-
tion in Commerce would you say is onerous and unnecessary?

He must be looking for a candidate for the Golden Fleece Award.
[Laughter.]

Mr. CoNaBAN. I think a fairly substantial percentage of the
applications that are now being made and reviewed by the system
could be done away with without impairing the control of technol-
ogy to the Eastern Bloc.

nator GARN. Thank you very much, gentlemen. We will have
some additional questions, possibly from other members of the
committee. I apologize that there are so few of us here, but there
are so many hearings and markups going on to meet the May 15th
deadline that we can hardly get one Senator to one hearing. As a
matter of fact, I have three different places I am supposed to be
rigl}‘\t now.

hank you very much for your testimony.
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Mr. CoNaAHAN. Thank you, Mr. Chairman.
[Recess.)

STATEMENTS OF PAUI T. O’'DAY, ACTING UNDER SECRETARY
FOR INTERNATIONAL TRADE, COMMERCE DEPARTMENT, AC-
COMPANIED BY SHARON CONNELLY AND WILLIAM SKID-
MORE; OLES LOMACKY, DIRECTOR FOR TECHNOLOGY
TRADE, OFFICE OF THE SECRETARY OF DEFENSE, ACCOM-
PANIED BY COL. JOHN HAGGER; AND HARRY KOPP, DEPUTY
ASSISTANT SECRETARY, DEPARTMENT OF STATE

Senator GARN. We're back on the record.

Mr. O'Day. | am Acting Under Secretary for International Trade
in the Commerce Department. I am pleased to be here today to
support the administration’s request for authorization of the fiscal
year 1982 and fiscal year 1983 appropriations for the Export Ad-
ministration Act of 1979.

I have with me on my far right William Skidmore, who is the
Director of the Office of Export Administration, and on my imme-
diate right, Sharon Connelly, who runs the Compliance Division in
the Office.

Mr. Chairman, under the standard procedure, if you so approve,
I will briefly summarize our statement and leave time for ques-
tions.

Ser:iat,or GarN. Your entire statement will be placed in the
record.

Mr. O'Day. Over the past year the export administration pro-
Eram has been affected by developments that are well-known.

rom the program management standpoint, the most important
development was the set of new requirements and standards en-
acted when the act was renewed in 1979, as a result of which we
had to issue a whole set of new regulations and guidelines the
filing of licensing applications.

During the past year, we completely reorganized the Internation-
al Trade Administration and there have been a number of key
personnel appointments throughout the export administration
function. In addition, the Soviet invasion of Afghanistan led to a
set of new restrictions on exports to the Soviet Union. This includ-
ed a suspension and review of outstanding licenses as well as the
development of a new set of policies for application to export or re-
export to the US.S.R.

n a number of these cases, we had to act, Mr. Chairman, with-
out precedent which increased the amount of time that our licens-
in% officers had to spend in this area.

inally, as was noted in the previous testimony, continued open-
ing of the relationship with the People’s Republic of China ied to a
new set of guidelines announced last fall, allowing licensing for a
range of previously restricted products. This increased the time
that 'we had to spend in this area, and in 1980 our caseload grew to
record levels. The a%plications grew 7 pe:cent over 1979, and so far
this year they have dropped about the same rate, so we are back to
the 1979 level at present.

With regard to the new statutory guidelines that were passed
when the act was renewed, we feel we have been able to meet these
requirements in most of the cases. The developments over the past
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2 years and the vacancies have taken their toll. Since we last
testified before this committee, we have reduced the vacancy level
to zero. That has brought our strength up from about 135 to nearly
170 people.

In addition, our request for fiscal year 1982 includes a fiscal year
1981 reprograming of 33 positions from other parts of ITA to bring
the total onboard strength in the office to nearly 200 people. That
is a significant increase in the resources of the office from about
135 to about 200 over a period of 1Y% years, assuming that Congress
approves the fiscal year 1981 programing. We think that as these
people come onboard and are trained, we will be able to make some
more significant progress on the very tight statutory guidelines
that we are now operating under.

In the compliance area, although we still have a number of
problems in this, the most complex part of our program, we have
made substantial progress in the past year. The number of investi-
gations nearly doubled over 1979. Our enforcement capability will
increase further as we add new people. Of the 33 reprogramed
individuals, 15 of these will go directly into compliance, and 14 of
the 15 will be used to establish a new office on the west coast
which will give us added capacity to deal with increasing problems
we have had recently with semiconductor shipments from the west
coast that are a problem in the program.

With regard to the specific issue before this committee, Mr.
Chairman, the authorization for appropriations for the remaining 2
years, the administration supports levels of $9,659,000 and
$8,454,000 for fiscal years 1982 and 1983, respectively. The higher
number for fiscal year 1982 is associated with a one-time request
that we have for $1,205,000 to carry out three specific projects.
First, a complete rewrite of the export administration regulations,
which a2s anyone knows who has to deal with this program, consist
of a collection of incremental changes over the past decade that are
very difficult to use with all of the cross-references, in these 500
pages of regulations. )

Second, we will carry out specific studies on foreign availability,
and third, we expect to improve our computer system to allow us to
better track our cases and take care of some of the problems that
were raised in the GAO report that you have just heard.

Mr. Chairman, that concludes my summary. We look forward to
your questions.

[Complete statement follows:]
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STATEMENT OF
PAUL T. O'DAY

ACTING UNDER SECRETARY FOR INTEKRNATIONAIL TRADE
U.S. DEPARTMENT OF COMMERCE

before the
SUBCOMMITTEE ON INTERNATIONAL FINANCE
of the
COMMITTEE ON BANKING, HOUSING AND URBAN AFFAIRS
UNITED STATES SENATE
WASHINGTON, . C.

APRIL 39, 1931

Mr.o Chalrman, [ &~ a4l C'Day, Acting Unaer  Searestary  for
Internatienal Trade  in the Deparvment of  Comperoe. I am

pleased to be nerve today to support the Administration's

request for authorization of PFY 1982 ant 1983 appropriations

for the Export Administration Aot of 1979,

The basic purpose of ITA's Export Administration program is to
regulate exports to protecst the national :ucu;ity, pronocte U.S,
foreign policy, and prevent short sapply conditions in a manncr
that minimizes any  adverse impact on the  U.b.  business
community. Gur antiboycott compliance program is designed to

protect tne trading intorcsta of tae Onited Srtates and Amevican



companies from interference Ly foreign nations as they attempt
to enforce their trade boycotts. The Office of Antiboycott
Compliance enforces the antiboycott provisions of the Export
Administration Act and provides companies with gquidance and

advice on how to comply with its terms.

EXPORT CONTROLS

The export control functions we carry out under the Export
Administration Act of 1979 include the following activities in

policy planning, licensing, and compliance:

In policy planning, we develop and coordinate

recomnendations for tne overall export control program, and
review export licensce applications that present particular
foreign policy or national security problems. This wunit
coordinates its work with other agencies on license

applications and on pclicies requiring interagency review.

Our workload in this arca has been continually increasing
due to the growing technical complexity of the applications
filed., Reguirements imposed by the 1979 Act for continuous
review and Jjustification of U.S. export control policy

toward individual countries, anr for review and
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simplification of our export regulations and control lists,

have also placed heavy new demands on this unit.

Our Licensing Division reviews the technical aspects of
goods and technology for which export licenses are sought.
It carries out a number of complex tasks related to the
interpretation and application of current policies on
export license applications. This unit documents
significant policy problems on specific transactions for
interagency consideration and also conducts technical and
foreign availability analyses on individual products. Six
formal government/industry technical advisory committees,
chartered by the Export Administration Act, are consulted

for technical support.

The main responsibility of our Compliance Division is the
detection, investigation, and prevention of unauthorized
exports. This Division develops information on possible
violations, conducts investigations, and prepares cases for
administrative and criminal actions when warranted.
Criminal cases are rveferved to the Justice Department for

prosecution.
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Over the past year, these programs have been affected by a
number of new developiente. Frem a program  nmanagement
viewpoint, the most iapertant development was the set of
significant new reyuirenents  and  stawdards  cenacted in the
Export Administration Act of 1979, as a result c¢f which we had
to  issue major new regulations  and  revise our  licensing
procedures, In addition, the Internstional Trade

Administrarion reorganization
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time that we and our advissry agencien spent on ecach of these

cases.

Finally, continued spening  of the  rodationchip with  the
People's Republic ot Chinz led to a aew set of guidelines
announced last fall allowing licensing ftor a vange of
previously restricted products co the People's Republic of
China. Here, too, the lacs 2f precedents nas had a substantial

ef fect on the time reysired to process each casce.

Other yignificant develisvsent s aave  occurred  since  wWe  last

testified bofore your Copmitteo. Our  wvacaney level, which
stood at wore than s qoies tast My, tas o ceen climinated,

In addition, we have given priority to the Exporrers Service
section of thne Ofricn oo Lwport Administratiorn, which handles
inquiries and cowplaints trom the general public. We have
enhanced the cupabilit, w1 thit oftice and nave eliminated
virtually all cemplaints aboat 1ty operation., In response to

the high complaint lewl o

ooy last year, our capacity to

handie telephone 1ngad

rics o nnd Leen lncreased trom under one

thonzsand per  weeld 1 Augant o0 Tast yoar to woell over two

thousand in January ot th



During FY 1988, our caseload grew to a record level, totaling
75,929 applications, up 7 percent from FY 1979, During the
first half of FY 1981, applications have fallen back to the FY
1979 rate. A summary of our processing data for FY 1988 is
presented in Attachment 1, Attachment 2 contains a report of

cases in process as of April 3, 1981.

With regard to the new statutory time gquidelines for case
processing, we have been able to meet these requirements in
most, but not all, of our cases. At the beqginning of this
month, the Office of Export Administration had 4,567 cases in
process. 0f this total, 1,610 had been in process over 3¢
days, 1,13 over 90 days, ani €668 over 189 days. The factors
that I have outlined above nave been responsible for marv of
the delayed cases, However, as the new personnel we have hired
to fill wvacancies become experienced, and as the procedural
changes we have made begin to take effect, we are confident we
will make significant progress on the delays and backlog
inherent in the licensing praocess, without jeopardizing

national security.

Our budget roguest for fiscal year 1982 increases the personnel

availanle to the Office of Export Administration by 33, through
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reprogramming of resources frem other programs in ITA. This
would bring the total export control operating strength to
approximately 280. We plan to add 15 of these positions to the
Compliance Division, primarily for a West Coast staff. The
other 18 would be assigned to the Licensing Divisions and to
operations support. This increased staff will serve a dual
purpose -—- expedited processing of 1license applications in

conjunction with strengtnened compliance and enforcement.

On foreign availability monitoring, the 1979 Act authorized
appropriations of $1.25 million for 1980 and 1981 but no funds
were appropriated. As a resualt, our expenditures this year for
this task have been limited to §68,800. Our preliminary work
on the process has been useful in planning our FY 1982 budget
request for $28C,000 to design an effective system to review

foreign availability.

In addition to the $289,000 for work on foreign availability,
the proposed budget would make $915,860 available to be used
for a complete redrafting of our Export Administration
Requlations and procedural manuals, and for expansion of our
computer capacity for processing and tracking export license

applications within statutory deadlines, Both of these
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activities would, in our view, substantially improve the

quality and speed of tue license processing system.

On compliance, we believe we have fade substantial progress

Auring the past year in increased enforcement activities.

The number of investigations completed this past year has
nearly doubled over 1979, resulting in the referral of nore
violations to our General Counsel's office {or administrative
actions and to the Uopartmnont of Justice. Oiur  enforcement
capability will increcse further as we establish o compliance
office on the West Coast and dnstitute a neow procedure using
personnel in Commerce's diatrict offices around the country to
aid in our compliance a~tivitics,

Also, the substantial increase: in staff resources proposed for
this division will continie cur vrojgre.s in assuring compliance

with the Act, Obviauusly, with thousand: of ship and planc

dapartures for foreia fontinatlons o weik, there 15 no
limit to the amoant f roeoarce s that coul3 Le applied to the
coupliance foanction, Lot lioves, Lo ey, that the
Admiinistration's Loring ot propot! CYyesents a reasonable
balance betwesn  the roessaroes devsted  to compliance and  to

license processing.
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ANTIBOYCOTT COMPLIANCE

Under the International Trade Administration reorganization,
the Antiboycott Compliance Staff and the OEA unit responsible
for processing boycott reports were combined into the Office of
Antiboycott Compliance (OAC). OAC presently has 30 permanent
employees in the combined unit, the number authorized in the
Administration's budget. With this record number of employees,
OAC expects to be able to sustain if not enhance its
enforcement activities and carry out its report processing

responsibilities.

During fiscal 1984, the Office entered iInco consent aqgreements
with 10 companies and 1issued charging letters against two
others. To date this year, the Office has charged another two
companies and reached consent agreements with 15 others. A
total of $128,500 in fines was imposed in 198¢ and $340,800 so

tar this year.

As part of its commitment to vigorous entforcement of the
antiboycott law, the Department intends to proceed as soon as

possible with the selection of a permanent director and to

establish a formal structure for the new office. We are also
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planning to clarify a number of complex elements of our

antiboycott regulations with formal, published interpretations.

Appropriation Authorization for the Export
Administration Act of 1979

With regard to the need for authorization of appropriations for
the remaining two years of the Export Administration Act of
1979, the Administration supports authorization 1levels of
$9,659,000 and $8,454,028 for fiscal years 1982 and 1983,
respectively. The higher number for FY 1982 is required to
support our current budget requests for one-time funding of

$1,2085,0086 for the following projects:

-- A complete rewrite of the Export Administration

regulations,

~— Studies on foreign availability, and

-~ Improvement of our computer system for case processing

management.

Authorization at these levels for FY 1982 and FY 1983 will

allow us to support the increased staff made available to the
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Office of Export Administration wvia reprogramming in the
current fiscal year. We believe that earmarking portions of
these authorizations for specific purposes is not desirable,
from a management standpoint, since this would deprive CEA of
the flexibility needed to respond to the wide wvariety of

complex demands placed on the Agency.

Mr. Chairman, this concludes my statement. I will be pleased

to respond to the Committee's gquestions.
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) L 7 T ATTACHMENT 2
DFFICE OF EXPORT ADWMINISTRATION
CASES IN PROCESS
PR 9 3 193¢ .
: OVER OVER OVER
. TOTAL CASES 30 DAYS 80 DAYS 180 DAY
NPERATIONS DIVISIONM _Il‘_\_ﬂ&)"_ﬂ‘__ N I_N_PROCESS ZI_N_RP.OCESS IN PROC
Pegistration 640 - . -
Front Noor . 500 -- .- ..
Multiple Licenses 46 26 6 -
Peview 178 1 - -
Issuvance 931 28 7 4
. 2 355 55 13 4
CCMPLIANCE DIVISION 51 ' 7 - -
'LICENSING DIVISINNS
Computer 293 82 23 41
Electronics 252 38 38 12
Capital Goods 217 98 4 19
Short Supply 25 . 2 2 2
TOTAL LICENSING DIVISIONS 787 220 67 74
POLICY PLANNING DIVISIONS =
test-West Branch - .
PPN pnalysis 101 92 - 70 A9
Peferred to NON 208 199 139 91
Peferred to State 9 9 3 5
Referred to DOE 10 9 [ 8
Peferred to CIA 39 37. 19 3
Pulti Agency 305 ] 302 255+ 133
Orerating Committee B4 84 83 72
cneoM 139 . - 137 115 68
liegative Letters 138 135 116 75
NSC 20 20 20 17
BRANCH TOTAL 1053 ] 1024 834 520
Soecial Programs_Branch
PP?D Analysis 9¢ 82 19 11
Peferred to DOD 2 2 2 2
Peferred to DOE 80 86 11 g
Feferred to State 93 93 35 33
Peferred to CIA 4 4 2 1
keferred to SNEC B 8 4 [N
kegative letters 36 33 26 10
BPANCH TNTAL 321 318 99 70
POLICY PLENNILG TOTAL 1374 1378 933 590
GRAND TOTAL 4567 . 610 ]01_3

b68
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Senator GARN. Thank you very much.

Dr. Lomacky?

Dr. Lomacky. The Department of Defense welcomes this opportu-
nity to contribute to the hearing. With your permission, I would
like to summarize my statement rather than read it. You have
already inserted my statement in the record.

I have with me Col. John Hagger in case questions come up for
him later. I would like to say that the Export Administration Act
has helped to clarify and more clearly define the DOD policy on
technology transfer. The act, as you know, requires restriction of
goods and technologies that would make a significant contribution
to the military potential of nations that are a potential threat to
U.S. security.

In this spirit, we in the Department of Defense bear the responsi-
bility for the control of those goods and technologies. Part of our
responsibility is the identification of militarily critical technologies
and preparation of the technical drafts of the proposals for both
unilateral and multilateral controls.

We recognize that these responsibilities must be pursued without
restricting U.S. trade and exports any more than necessary. We
also recognize that we must encourage transfer of technology to
our allies to optimize our joint military capabilities. It is the De-
partment of Defense’s concern to control exports to principal adver-
saries and the application of technology to military capabilities.

In the aftermath of the Soviet Union’s invasion of Afghanistan,
the U.S. export control policy to the Soviet Union has been tight-
ened. In our view, this tightening of export controls on strategic
technologies is a long-term measure independent of any peace of-
fensive, a withdrawal from Afghanistan, or whatever happens in
Poland. DOD in cooperation with the Departments of State and
Commerce has worked to implement three initiatives to reduce the
flow of technologies to the Soviet Union. These are the ‘“‘no excep-
tions” policy toward the US.S.R., more stringent review of licens-
ing applications of the Warsaw Pact, and preparation of new pro-
posals to COCOM.

I would like to comment on the status of the military critical
technologies list. The initial version was prepared as mandated by
the Export Administration Act, and its table of contents was pub-
lished in the Federal Register in October 1980. This was truly a
national effort, Mr. Chairman. It resulted from efforts by hundreds
of technologists using a variety of approaches. These were a review
of the commodity control list by industry/government working
groups, second, a review of basic areas of technology, and the
breakdown of these areas into specific critical elements—this effort
was primarily by the U.S. Navy—and third, an independent review
in the compilation of a critical technologies list by the Air Force.
Each of these reviews used resource material for Department of
Defense technology compilations, industry reports, Industry Adviso-
ry Committee reports, and prior COCOM distributed data.

The initial version of the list was an integration of these three
reviews. The resulting list was prepared in a format required by
the Export Administration Act. Each subcomponent of the list
includes Keystone equipment, Keystone materials, and goods ac-
companied by sophisticated know-how and arrays of know-how. The
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list was not published in the Federal Register due to concern that
such a publication would provide focus for enemy intelligence, but
the Department realizes that as we proceed from the identification
of the list to the establishment of appropriate controls more and
more of some of the information must be provided to the exporters.

Although considerable effort was expended on the initial version
of the list, we recognize that considerable work is still ahead. These
efforts include identification of nuclear-specific items—and here we
are working with the Department of Energy. Second, we need
additional industry review, additional supporting data, increased
specificity, additional items that have to be added to the list, trans-
fer mechanisms, and also items that could possibly be taken off the
commodity control list.

Although additional effort is underway, DOD believes that the
initial version is very responsive to the Export Administration Act.
Above all, this list identifies the essential technological elements
that must be required to achieve military capability with superior
operational characteristics. We believe the list provides guidance
within the Department of Defense for the review of those export
device applications that particularly involve the transfer of know-
how to Warsaw Pact countries. The application of this initial list
by the Department of Defense export of equipment will be in a
manner commensurate with the CCL monitor control list. The
export administration regulations will not supersede the technical
definitions of the control until further refinements dictate suitable
specification changes. The timetable for this project is included in
my prepared statement.

The Department of Defense recognizes the export contrel process
to be effective. The technologies on the critical technologies list
should be controlled unilaterally, and we will work with other
agencies regarding COCOM. Some of the proposals we now have in
COCOM, we have used the information that was developed in
preparation of the critical technologies list.

The question that was asked by Senator Heinz in his letter to us
was: Is the distinction between products and technologies valid?

We believe we have established that such a distinction can be
made. Areas do exist where products are linked with the advance
of technology. The critical technologies list provides examples
whereby products are identified which are key to the advancement
of technology—for example, keystone or production equipment.

For those products that caninot be used without providing infor-
mation which provides for critical technologies, the products are
transfers of technology and should be treated as such.

There is another class of products which should be considered,
and these are the products which have intrinsic military utility.
Those products do not transfer critical technologies; their produc-
tion by an adversary may be of insufficient quantity or quality for
t'ullll er&ealization of their military utility, and they must be con-
trolled.

Products that do not fall in these categories are candidates for
removal.

Can national security controls be used to create bottlenecks in
Soviet energy production?



64

This was asked by Senator Heinz. Our expert control process in
ongoing critical technology analysis are considered as approaches
for controls on individual transactions based on established high-
technology thresholds. These controls, however, may be insufficient
to prevent the U.S.S.R. from modernizing or increasing its efficien-
cy over an entire industrial sector which is relevant to military
production.

The Soviets have imported know-how equipment which were in-
adequately controlled because of transactions involved which fell
below the so-called high-technology thresholds.

We believe it is possible, although fairly difficult, to inhibit the
growth in Soviet military industrial sectors, including oil and gas
production, by controls on know-how, keystone equipment and criti-
cal raw materials.

We have identified industrial sectors which we intend to analyze
for these bottlenecks in conjunction with our allies. However, addi-
tional controls on exports of this type have to await the result of
an interagency study. And that is when the decision will be made
as to what extent we will be requiring additional controls in this
area.

Finally, I would like to comment on the Department of Defense
workload with regard to license applications.

The workload of the Department with respect to license applica-
tions has been a subject of considerable interest because of the time
limits imposed by the Export Administration Act. But also from
changes which resulted regarding export policy with the People’s
Republic of China, which has resulted in a reassessment with the
risk of exports to the Communist countries, and we have perceived
an increased risk that security-sensitive goods to the Soviet bloc
will be first diverted for military use or diverted through more
indirect channels to the Soviet Union.

Exports to the P.R.C. is not perceived to be in the national
interest, and this has had an impact on the workload of the De-
partment beyond that which is demonstrated by statistics, although
there has been a reduction in applications for exports to the Soviet
Union, the reduction has been offset by the increase in applications
for the P.R.C.

Moreover, Warsaw Pact exports have had to be reviewed with
even greater scrutiny to examine carefully the potential for diver-
sions to military use.

P.R.C. has also taken longer to process as analysts have been
given every consideration. During the period October 1979 to
March 1981 my office reviewed over 4,200 applications for exports.
Of these, 3,000 were roughly U.S. origin export applications, 1,100
were non-U.S. applications for COCOM countries.

The time required tzfrocess these applications is indicated in
the table in my prepared statement. Our overall record is that we
have arrived at a Department of Defense position on 90 percent of
the cases received within 30 days, and 95 percent of all cases
within 60 days.

In addition to the 4,200 applications which I discussed above
there were another 1,000 applications for the Soviet Union which
were reviewed as a result of Afghanistan. They included those
licenses which had previously been approved but which had been
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suspended January 1980, and those which the Department of De-
fense does not normally review. These were subjected to a review
ip accordance with the newly established, more stringent guide-
ines.

Thank you, Mr. Chairman.

[Complete statement follows:]
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Mr., Chairman and distinguished members of the Senate Sub-
committee on Internationzl Finance and Monetary Policy. 1It is a
pleasure to be able to participate in your hearing on authorizae
tion of funds for the Export Administration Act of 1979, This
Act has helped to more clearly define the Department of Defense
policy on technology transfer. A provision of the Act is, "To
restrict the export of goods and technology which would make a
significant contribution to the military potential of any otaer
country or combination of countries which would prove
detrimental to the national security of the U.S."

In this spirit, we in the Department of Defense recognize
our responsibilities for the control of technologies and
and strategic commodities, the acquisition of which, by our
adversaries, would be detrimental to the security of the
United States. These technologies must be
identified, and incorporated into the appropriate control

lists, We must discharge this concern, however, without
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restricting U.S. trade and exports any more than necessary. We
in the Department of Defense also recognize that we must
encourage the transfer of technology to our Allies in those
areas where we are trying to optimize our own deployed military
capability.

This morning, I would like to report on the Department of
Defense initiatives which respond to the Export Administration
Act of 1979, Specifically to:

1. Offer Department of Defense views on the role of
national security control in our overall National
Security Policy ancd the effect of the tightening of
controls to the Soviet Union since the invasion of
Afghanistan.

2. Review the development and status of the Militarily
Critical Technologies List program.

3. Discuss the distinction between "product® and
*technology®™ in the context of export control,

4. Comment on the usage of national security controls to
create bottlenecks in the Soviet irdustrial structure
and energy production,

5. Outline DoD workload with respect to license
applications, and the time required to process the
applications.

DOD View of National Security Eontrols in the Dverall National

Security Policy.
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The Department of Defense views are consistent with the
Export Administration Act of 1979, We feel that controls
should be used "only after a full consideration of the impact on
the economy of the United States and only to the extent
necessary . . . to the National Security of the United States."
In determining the estent necessary, it is the Department of
Defense's foremost concern to control exports only as needed to
protect the United States lead time relative to its principal
adversaries in the application of technology to military
capabilities. It remains important to protect lead time as long
as possible to insure time for the continued growth of
technology through new research and development. In addition,
it is not in the national interest to assist any country in
advancing its technology in ways that would be detrimental to

the security of the United States.

Tightening of Controls ko the Soviet YUnion, Post<Afghanistan

In the aftermath of the Soviet Union's invas{on of Afghanistan,
United States Export Control Policy to the Soviet Uniun has been
tightened. In our view, this tightening of export controls on
strategic technologies is a lonc~term measure, independent of
any peace offensives or Afghanistan withdrawals which the USSR
may undertake. DoD, in cooperation with the Departments of
State and Commerce have worked to implement three initiatives to

reduce the flow of technology to the Soviet Union:
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1, The "no exceptions™ policy toward the USSR.
2, More str:ingent review of licensing applications to the
USSR.

3, Submission of new proposals to COCOM.

To offer a tangible example of the effect of the tightening
of controls on the Soviet Union, a large number of previously
approved licenses were suspended on 8 January 1980. These
licenses were subjected to a second review in accordance with
the more stringent post-Afghanistan guidelines. As a result
approximately 15% were denied.

In addition, all delegations of authority to the Department
of Commerce for licenses to the Soviet Union were cancelled.

The Department of Commerce normally reviews these low technology
exports for the Department of Defense, The 400 cases involved
were reviewed by the Department of Defense with respect to
end-users. The purpose was to ensure that Soviet consignees
were not engaged in military-related programs. An estimated 2«3
percent of the applications reviewed were denied on the basis of
end=user information, and 5-6% were identified as questiorable
or marginal. The marginal rating indicates to Commerce

that subsequent sales to this end-user would reguire greater

scrutiny.
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Development and Status of the Militarily €ritical Technology

List

The initial version of the Militarily Critical Tecnnologies

List (MCTL) was prepared as mandated by the Export

Administration Act and its table of contents published in the

Federal Register on 1 October 1980. This List resulted fronm

efforts by hundreds of technologists using a variety of

approaches including:

-

A review of the Commodity Control List (CCL) by
industry~government working groups « The significant
technologies used in the design, development, and
production of products on the CCL were identified and
those deemed critical, based on their smilitary utility,
were recommended as MCTL list entries., This review
included extensive participation of representatives from
the Army, Navy, Air Force, National Security Agency,
NASA, Commerce, State, Defense Intelligence Agency,
Central Intelligence Agency and industry.

A review of basic areas of technology and breakdown of
these areas into specific critical elements by the Nawvy
-~ Areas of technology used in military systems were
categorized in 18 areas and these areas _ubsequently

broken down into their critical elements.
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-~ An independent review and a comnilation of a critical
technology list by the Air Force « the process followed
was similar to that of the industryegovernment technical
working groups with emphasis placed on technologies
unique to key Air Force programs.

Each of these reviews used resource material from prior
Department of Defense technology compilations, industry
association reports, industry advisory committee reports, and
prior COCOM List Review data.

The initial version of the MCTL was an integration of these
three reviews., The selection of items for the MCTL, however,
did not take into consideration the availability of the selected
technology elements to potential adversaries from foreign/non
U.S. sources. The resulting List was prepared in a format which
included critical elements specified by the Export
Administration Act (Section 5.d4(2)). This List addresses
marketable commodities and industrial design and manufacturing
processes but excludes university~based research and
publications. These critical elements were identified for
sub-~components for sSixteen {(16) general areas of technology (see
Figure 1). Each sub~component of the MCTL includes:

A. Arrays gg know~how - (Processes, procedures,

information, services and techniques reguired to
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achieve a significant development, production or
utilization purpose,

B. Keystone Equipment - That equipment specifically

necessary for the effective application of
significant arrays of know<how.

C. Keystone Materials =« Materials specifically necessary

for the effective application of significant arrays of
know<how,

D. Goods Accompanied by Sophisticated Know~How

< Goods which can only be used with the provision or
disclosure of significant arrays of know<how,
The MCTL as described above was not published in the

Federal Register due to concern that such a publication would

provide focus for enemy intelligence. The Department realizes,
however, that as we proceed from identification of the List
items to the establishment of appropriate controls more and more
information must be provided to the public. The form and
mechanism for making this information available, however, remain
under debate.

Voluminous reports (totaling over 5,000 pages) on military
utility, foreign and adversary capability and the significant
aspects of each technology have been prepared to support the

selection of {tems for the MCTL.



13

8

Although considerable effort was expended on the initial

version of the MCTL, we recognize that considerable work on the
MCTL has yet to be completed. Specific effort required
includes:

«~ Identification of nuclear specific items « the
Department of Enerqy (DOE) has identified a list of
critical technologies which are being incorporated in
the MCTL. The items on the DOE list of primary concern
relate to nuclear specific technologies.

-« Additional industry review - the initial version of the
MCTL has been submitted to industrial associations and
{ndustry technical advisory qommittees for review, Due
to time constraints, such a review could not be
thoroughly conducted prior to 1 October 1980.

< Additional support data <« supporting data pertaining to
the military utility, foreign capability, and adversary
capability, are required for many MCTL data items. This
supporting data has been developed and reported for
approximately 80% of the MCTL items.

- 1Increased specificity = in the MCTL development, items
were often broadly defined to avoid the risk of missing
something important by use of a narrow definition,
Consequently, many items must be defined in more

specific terms to be fully useful.
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- Additional items - the development of the MCTL
concentrated primarily on the technologies associated
with the dual<use (military and civilian) products.
Additional effort is required if the List is to include
technologies underlying items on the Munitions List (the
Munitions List predominantly includes items with
military applications although there are some notable
exceptions; inertial navigation systems, for example).

<« Transfer mechanisms < the mechanism by which a
technology can be transferred is key to the control of
exports. These mechanisms must be identified to
determine what products can be released from control.
This project is underway.

Although additional effort is underway to refine and
elaborate the MCTL, DoD believes the initial version to be very
responsive to the Export Administration Act. Above all, this
List identified the essential technological elements that must
be acquired to achieve a military capability with superior
operational characteristics. We believe the List, with its
supporting reports, provides guidance within the Department of
Defense for the review of those export license applications that
particularly involve the iransfer of knowrhow to Warsaw Pact
countries., The application of this Initial List by the

Department of Defense to the export of equipment will be in a
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manner commensurate with the CCL and Export Administration
Regulations, and will not supercede the technical definitions of
the CCL until further refinement dictates suitable specification
revision.

The Department recognizes that the initial version of the
Militarily Critical Technologies List is only a first step.
This process must proceed from internal agreements among
techologists to interagency agreements among those with
non~technical perceptions to international agreements among
those who must consider different laws as well as views. The
technical<=to-interagency~to~international procedure is required
in proceeding from the identification of militarily critical
technologies to a Commodity Control List (CCL) which includes
these technologies (as called for by the Export Administration
Act), In this year's program, the Department will identify the
necessary revisions to the CCL after consultation with our
allies to fulfill the requirements of the Export Administration
Act. Specifically, the CCL is being reviewed to determine:

-~ Revisions to the CCL required to assure control of

critical technology transfer., What technologies are

control?
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« Revision to remove products from control which do not
transfer critical technology when exported and which do

not have intrinsic military utility. What preducts do

have intrinsic military utility?

As shown in Figure 3, the CCL review as described above
should be completed by this August. Proposals to revise the CCL
to incorporate MCTL items will first be available for
interagency review in July of this year. Spearheading these
proposals will be one specific technological areza,
semi~conductor/electronic component technologies. After
interagency review of proposals in the semi<conductor area,
proposals will be developed to revise the COCOM List and the CCL
to incorporate MCTL items in the remaining technological areas.
Proposals will also be submitted to the other agencies for
modifications, addition or deletion of the CCL product control.
These draft proposals should also be available in August of this
year.

The Department recognizes that if the export control
process is to be effective, the technoloagies on the MCTL should
be controlled multi-laterally., Toward this end, we will be

working with the other agencies to prepare proposals to COCOM.
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Is the Distinction Between Products and Technolegy Valid?

The distinction between products and technology is valid.

Areas do exist, however, where products are inextricably linked
with the advance of technology. The MCTL provides examples
whereby products are identified which are key to the advancement
of a technology (e.g., keystone egquipment) or which canno* be
used without providing information which embodies a critical
technology, These products are transfer mechanisms of
technology and must be treated as such for export control
purposes.

There i3 another class of products which must also be
considered for control. These products are those which have
intrinsic miiitaty utility. Although such products may not
transfer a militarily critical technology, their production by
an adversary may be of insufficient quantity or quality for full
realization of their military utility. Exports which provide
such realization must be controlled.

Products that do not fall under the above categories will

be reviewed for removal from the control lists.

Can National Security Controls by used to Create Bottlemecks in

the Soviet Industrial Strueture and in Soviet Energy Produection?

Our export control process and on<going critical technology

analysis are considered as micro-apprnaches, instituting

79-280 0—81——6
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controls on individual transactions based on established high
technology thresholds. These controls, however, may not be
sufficient to prevent the USSR from modernizing or increasing
the efficiency of entire industrial sectors which are relevant
to military production or operations. The Soviets have imported
know-~how, equipment and entire turn key operations which were
inadequately controlled because the transactions involved fell
below the "high technology™ thresholds.

We believe it is possible to inhibit growth in Soviet
militarily-relevant industrial sectors (including Soviet oil and
gas production) by controls on know-how, keystone equipment and
critical raw materials.

We have jdentified industrial sectors which we intend to
analyze for the bottlenecks in conjunction with our allies.
Additional restriction on exports could be imposed, however,
the policy decision as to the extent to which our export policy
in this area should be revised has not been made pending the

completion of an interagency study.

ADDITIONAL INFORMATION

Mr. Chairman, there are two other areas that should be of
interest to the subcommittee., The workload of the Department
with respect to license applications, and the time required to

process applications,
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DoD Work Load with Respect to License Applications

The workload has been a subject of increasing interest in
the Department, not only &s a result of the time limits imposed
by the Export Administration Act of 1979, but also from changes
resulting from post-Afghanistan policy and an increase in trade
with the Peoples' Republic of China. These changes have
resulted in a reassessment of the risk associated with export to
proscribed countries. 1In this reassessment, we have perceived
an increased risk that security sensitive goods oaxported to the
Soviet Bloc will be (1) diverted to military use; or (2)
diverted to the Soviet Union. Concurrently, a selective
increase in exports to the PRC is now perceived to be in the
national interest. This reassessment has had impact on the
workload of the Department beyond that demonstrated by
statistics. Although there has been a reduction in applications
for exports to the Soviet Union, this reduction has been offset
by the increase in applications for PRC exports. Moreover,
wWarsaw Pact exports have had to be reviewed with even greater
scrutiny to examine carefully the potential for diversion to
military use.

PRC export applications have also taken longer to process
as analysts have been giving every consideration to parameter
changes that can make the application acceptable,

During the period October 1979 to March 1981, my office

treviewed over 4,200 license applications for exports. Of these,
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3,031 were U,S5. origin export applications, 1,100 were non<U.S.
applications from COCOM countries.

Of the 3,031 applications for exports from U.,S. companies,
Defense has submitted its position on 2,652. The remainder
(379) are currently still being processed. Of those licenses
which were completed, 1,389 or 52% of the cases were validated
license requests for the sale of high performance computer
equipment to non<Communist countries. Two hundred fourteen
(214) or 8% of the cases involved sales to the USSR; (645) or
24% of the cases involved sales to Eastern Europe and (404) or
168 of the cases involved sales to the Peoples' Republic of
China (See Figure 2),.

As shown by the attached graph, (Figure 3) we have arrived
at a Department of Defense position of 90% of cases received
within 30 days and 953 of all cases wittin 60 days.

The referenced figures and graph do not include the 1,100
non<U.S. COCOM cases. 1In addition, to the 4200 applications
above, another 1,000 license applications for the Soviet Union
wer2 reviewed as a result of Afghanistan. They included those
licenses which had previously been apprcved, but had been
suspended on 8 January 1980, and those which DoD does not
normally review. These licenses were subjected to a review in
accordance with the newly established (more stringent)

quidelines,
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Senator GARN. Mr. Kopp?

Mr. Kopp. Thank you, Mr. Chairman. [ will try to be quite brief
in summarizing my statement, wnich I presume will be placed in
the record.

Senator GARN. Yes, it will be placed in the record.

Mr. Korp. We are involved with foreign policy controls and na-
tional security controls. With respect to the former, foreign policy
controls, the comprehensive account of controls in place at the end
of 1980 has been published and 1s available to the committee.

There have been some developments since the beginning of the

ear in the new administration which I would like to call particu-
arly to your attention.

First of all, in the area of licensing policy, we have notified the
Congress, we and the Commerce Department notified the Congress
on March 31 regarding the sale of five Boeing aircraft to Iraq. That
license should be issued within the next day or so.

In the area of control policy, the committee is aware of the
lifting of the controls on agricultural products to the Soviet Union.

The other foreign policy controls that we have in place are to be
reviewed by the new administration and further adjustments or
changes may be forthcoming.

In the area of security controls, the Department of State partici-
Bates under Commerce Department leadership with the Defense

epartment in making decisions on individual cases that come up
for licensing. Our primary role is representation of the United
States in COCOM and in other discussions and negotiations with
our allies on multilateral export controls for security purposes.

COCOM, as you are aware, is an informal organization of the
NATO countries plus Japan. It is based on no treaty. There are no
sanctions for violations of COCOM rules and procedures. Neverthe-
less, the recognition of the need for multilateral controls is so
strong that the organization has stayed intact for more than 30
years. The instances of violation of rules and procedures have been
extremely rare.

We now have pending before CCCOM several proposals aimed at
tightening controls on certain items. These are the proposals that,
as Mr. Lomacky described before, we put forward following the
Soviet invasion of Afghanistan.

As a result of the critical technologies exercise now underway in
"¢ Department of Defense we have raised these issues with our
ailies at high levels as well at the technical level in COCOM. We
will continue to press these issues with our allies.

Thank you, Mr. Chairman.

[Complete statement of Mr. Kopp follows:]

STATEMENT OF HArrRY KopP, DEPUTY ASSISTANT SECRETARY OF STATE

Mr. Chairman, I welcome this opportunity to review for the committee the State
Department’s role in implementing the Export Administration Act of 1979 (Here-
after, “The Act”). The State Department is actively involved in carrying out many
functions authorized by or referred to in the Act. The most important are foreign
policy and security export controls.

FOREIGN POLICY

Controls on exports, for the purpose of promoting the foreign policy goals ex-
pressed in the Act, come under continual review. A comprehensive review soon after
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passage of the Act led to publication in the Federal Register on January 8, 1980, of
controls for the areas of human rights, terrorism and regional stability, South
Africa, the four embargoed communist countries. Oil and gas equipment to the
USSR, and nuclear non-proliferation. Subsequently, controls were placed on other
items to the USSR. Controls to ccmbat international terrorism were expanded on
May 21, 1980. In the renewal of these controls which became effective December 31,
1980, a revision was made in controls on computers to South African government
agencies.

We should note the distinction hetween the control of an item, which gives the
State Department the opportunity to review applications of a given category, and
the Licensing policy, which states which items should be denied and which should
be approved. Of the 247 cases received by the Department of State for foreign policy
review in the past three months, 82 percent have already been recomnmended for
appreval, 3 percent for denial, and 15 percent are still under consideration. Below, I
describe some recent examples of revisions in the controls themselves, and of
licensing decisions taken under those controls.

Our embargo on sales to the South African police and military and restrictions on
exports of computers to South African Government agencies serve to underscore
U.S. opposition to the policy of apartheid. On December 31, 1980, State recommend-
ed, and Commerce concurred in a revision of controls on computer sales to South
African Government agencies to cover low capacity computers.

Controls on the sales of items which could significantly contribute to the military
potemtial of the four countries which have repeatedly provided support for acts of
international terrorism, (Libya, Syria, Iraq and the People’s Democratic Republic of
Yemen) indicate our strong opposition to such acts and our determination to use
export controls judiciously in efforts to d’scourage support for such acts.

Aircraft valued at more than $3 million are subject to review for foreign policy
reasons if they are destined to these countries. The Departments of State and
Commerce notified Congress on March 31, of their intention to issue licenses for five
aircraft for civil use in Iraq. In this particular case, we took into account the
economic importance of the transaction for the U.S,, its commercial importance for
the U.S. manufacturer, the civil end use of the aircraft on scheduled domestic and
international routes, Iraq's adherence to the three major conventions dealing with
the safety of international civil aviation, and the assurances which have been
received that the aircraft will not be used by military or police services.

In a separate case, an application to renew the export license for engine cores to
be used in Italian built naval frigates ordered by the Iraqi Navy was referred to the
Department of State under controls issued in accordance with Section 6(i) of the
Act. This application is directly affected by our policy of not approving significant
military sales clearly destined for use by one of the combatants while the conflict
between Iran and Iraq is continuing.

Several years ago, regional stability controls were imposed on exports to Libya of
large vehicles capable of transporting tanks. This was in response to Libyan destabi-
lizing actions against neighboring countries. We are now recommending to the
Department of Commerce that small aircraft be added to this control category,
because Libya has previously used such aircraft for military purposes.

While the circumstances that prompted the original imposition of our almost total
embargoes on trade with Vietnam, North Korea, Kampuchea, and Cuba have
changed, it would not be in the U.S. foreign policy interest to ease these restrictions
except as part of a general improvement in relations with these countries.

Restrictions on sales of crime control equipment are designed to help deter
human rights violations. State has recommended to Commerce that four items nout
originally envisaged for this category but put there in 1979 for administrative
convenience be removed from the crime control list. They would continue, however,
to be controlled to countries supporting terrorism and to South Africa. “These items
are military specification vehicles, specialized machinery for arms and ammunition
manufacture, equipment for production of military explosives, and components and
parts for ammunition.

The foreign policy controls which have been most in the public eye are those
imposed on the Soviet Union. Restrictions on the sale of grain and other agricultur-
al commodities, phosphates, items connected with the Moscow Olympics, and the
diesel engine assembly line for the Kama River truck plant were all imposed to
demonstrate that the USSR could not with impunity invade Afghanistan. The
controls on grain, other agricultural commodities, and phosphates were lifted on
April 24 in order to follow through on a commitment that the President undertook
before taking office to relieve the unfair burden imposed on the American farmer,
and because the President found the policy ineffective.
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Controls on the export of oil and gas exploration and production equipment and
technology were im in 1978 to provide a flexible foreign policy tool which
might be used in efforts to influence Soviet behavior. In 1980 it was decided that
applications to export industrial technology for manufacturing such equipment
sgould be subject to a presumption for denial. The presumption for approval of oil
and gas end-use equipment not otherwise subject to national security controls was
continued. These controls allowed, as an example, the issuance of a license in
November 1980 for sale of pipelayers for use on the gas pipeline from Siberia to
Western Europe, although the license was not followed by a Soviet order for that
purpose. We are now in the process of reviewing these foreign policy controls as
well as our overall policy towards Soviet oil and gas production. Questions regarding
Western dependence on the USSR for natural gas are related to this 1ssue and are
being discussed with our Allies.

Section 17(D) of the Export Administration Act of 1979 and section 309(C) of the
Nuclear Non-Proliferation Act of 1978 are relevant to rontrols on commodities and
related technical data that could be of significance for ~uclear explosive purposes.
The objective is to deter proliferation of nuclear weapons. The Department of
Energy reviews license applications for export of these items and refers those
requiring additional review to the interagency NSC subcommittee on Nuclear
Export rdination (SNEC), which is chaired by the Department of State. This
review process includes consideration of the stated end-use of the commodity, its
sensitivity and foreign availability, the assurances and guarantees provided by the
importer, and the non-proliferation credentials of the recipient country. During the
past year, the SNEC has reviewed approximately 200 cases.

A detailed list and justification of all outstanding foreign policy controls being
renewed was submitted to the Congress on December 31 and the yearend report
pursuant to section 14 of the EAA describes activity during 1980.

SHORT SUPPLY CONTROLS

The Department of State provides foreign policy guidance in the administration of
export controls on commodities considered to be short supply. Our most significant
recent involvement in this area has concerned review of proposed exports of refined
petroleum products which require a license pursuant to Section 7(e) of the Act.

SECURITY CONTROLS

The Department of State is an active participant in the administration of security
export controls in accordance with Section 5 of the Act. Working through the
Commerce chaired Advisory Committee on Export Policy (ACEP) and its working
level “operating committee”, State assists in assessing the national security implica-
tions of specific U.S. transactions and licensing policy decisions. State also insures
that decisions on policy and on particular cases are consistent with relevant U.S.
foreign policy objectives and with efforts to maintain effective muitilateral controls
through COCOM. As directed by Section 10 of the Act, State has established inter-
nal procedures designed to expedite responses to Commerce requests for recommen-
dations on U.S. cases.

Pursuant to section 5(k) of the Act, State conducts negotiations with other coun-
tries regarding coog:oration in controlling exports for security purposes. This is done
primarily in the rdinating Committee known as COCONF. State responsibility
includes conducting ‘“‘negotiations with respect to which goods and technolo€y
should be subject to multilaterally agreed restrictions and what conditions should
apply for ~xceptions from those restrictions.” COCOM is a voluntary organizaticn
establishea in 1950 to coordinate Allied national strategic export controls. It has 15
members—the NATO countries minus Iceland, plus Japan. Actions in COCOM are
in effect racommendations to member governments, and they become effective only
as they are carried out by meml.r governments throcgh their individual export
control programs under their own national laws and regulatiuns.

A basic rule for COCOM from the outset has been that all COCOM decisions
require unanimous agreement. COCOM members have agreed to control the techni-
cally detailed list of items negotiated in the Committee.

e COCOM list has evolved over the 'last thirty years. It now 'consists of three
oarts: A munitions list, an atomic energy list, and an industrial list. These lists are
comprehensively reviewed approximateli' every three years, in lengthy and detailed
list review negotiations. The last such list review was completed on December 14,
1979, and the results became effective April 1, 1980. The next list review has
tentatively been scheduled to begin in the fall of 1982. Between list reviews. defini-
tional discussions are held on specific embargo items, so that updating does not
have to wait for the next list review.



88

Exceptions from the multilaterally agreed control list can: be approved at national
discretion for the low performance portions of some items. Otherwise, exceptions
can be granted only with the unanimous consent of the Committee. A member state
may choose to disregard the COCOM decision on an exception case, but this has not
occurred often.

The Department of State chairs the inter-agency Economic Defense Advisory
Committee (EDAC) structure for formulating U.S. proposals and positions on
COCOM issues. This structure channels to State technical guidance and policy
advice from interested U.S. agencies, particularly the Departments of Defense,
Commerce, and Energy.

Section 5(fX4) of the Act provides for the initiation of negotiations with other
countries to prevent U.S. national security export controls from being under<cut by
the availability from third countries of similar commodities or technologies. Foreign
availability is taken into account during COCOM list reviews. It is therefore seldom
a determining factor in the review of individual cases. State initiates appropriate
discussions with relevant foreign governments in efforts to eliminate or reduce
foreign availability. These discussions may be heid bilaterally or in COCOM. They
usually entail a request that a foreign government forgo the transaction or condi-
tion its approval along lines which would minimize security concerns. Following the
last list review, State discussed the resulting controls with several non-COCOM
countries in efforts to obtain their informal cooperation.

Section 5(I) of the Act calls for negotiations with the governments participating in
COCOM with a view toward (1) obtaining agreement to publish the COCOM embar-
go lists, (2) Holding periodic meetings with high level representatives to discuss
export control policy issues and provide guidance, (3) reducing the scope of export
controls to a level acceptable to and enforceable by ail COCOM members, and (4)
improving enforcement procedures regarding such export controls. The Congress
was notified in the 1980 year end report pursuant to tion 14 of the Act of the
results of the Section 5I) negotiations.

Senator GARN. Thank you.

Mr. O’'Day, as you know, for 2 couple of years I have been very
critical of Commerce in this area of export controls. Now we have a
GAO report which certainly is not very complimentary in a
number of areas. Can I ask you to respond in general to GAO’s
report. Are they accurate?

Mr. O’'Day. We have not seen the entire report, Mr. Chairman. It
would be difficult to be specific.

Senator GARN. That's why I asked for a general statement. You
sat here and listened to the same thing I did today.

Mr. O'Day. In general, we appreciate the report. We think it will
be helpful to us in improving a number of problems. There were a
number of areas mentioned that we have already started to work
on. We have begun increasingly to work with the FBI. We realize
they have jurisdictional problems, but we have started to seek their
advice and help more frequently. We have started weekend- and
evening-inspection of cargo. OQur inspectors, although they are few
in number, are traveling far more now and their numbers run into
thousands of cargo inspectic 's now underway on an annual rate.

We are focusing on the cumpliance prob%;ms that they have
mentioned in our budget. We are reorganizing resources available
to us through ITA to make sure that compliance is carried out in a
manner that is effective.

As I said, we are looking forward to exainining the details and
working with the other agencies to see what we can do. ‘

One major area, one of the fundamental findings summarized by
Mr. Conahan regarding low technology versus high technology.
That is a subject that we have been looking at for some time. It is a
very difficult one. We know we are putting a burden on exporters
by requiring applications in far more cases than we ever seriously



89

considered for denial. On the other hand, perhaps we are tilting
over too far in this regard.

There are low technologies that are militarily significant. We
have to be careful, we think, in Commerce as we administer this
program, to keep that particular tast before us as we decide to cut
back the list. It is an issue we have been looking at carefully with
other agencies and with the specific findings in the GAO report
perhaps we can find ways to appropriately cut back the burden on
exporters without threatening national security.

nator GARN. You are screening a tremendous number of appli-
cations every year. That is one of my concerns. You are spending
so much time screening routine applications that the very sensitive
high-technology items in some cases are slipping through. Some 50
percent of your budget is for this screening, paperwork burden.
Only 25 percent is for compliance. In many cases you are well over
30 days in granting the applications or approval for routine ex-
ports. Is there an imbalance there, with 50 percent of your budget
compared to 25 percent in compliance?

Mr. O’'Day. The great majority of the resources go to the most
difficult cases. The routine processing takes place on an average of
12 days per case, and we have to be sure that we have the right
information and to be confident that we are not threatening mili-
tary security by allowing the application.

In a recent check in the aircraft area we issued 500 licenses last
year. They were issued on an average of 12 days each. In 40 of
those cases we had requests for special processing because it was
related to the opportunity for sale, and in those cases we issued the
license within 2 days.

The real workload is in the most difficult cases. Consulting with
the applicant, making sure that as we transfer the information to
Defense we are giving them the proper information. It is in that
area where most of our licensing effort is concentrated. It is the
most difficult part of the program.

Senator GARN. Looking at 1980, you received almost 70,000 appli-
cations for exports to the Free World. Of that 70,000 only 80 were
denied. Wouldn't it make some sense to try to screen out many of
these applications to the Free World and concentrate more on
those to the Communist-bloc countries?

Mr. O'Day. That is a major management problem. In addition to
the 80 that were denied there were some several thousands re-
turned without action. So they have to be counted in the results of
the review. It is the age-old problem of a very complicated system.
We all know, for example, that we could perhaps remove half of
the books or more from the Library of Congress and no one would
ever know the difference. The question is which half.

We think in this case we are reviewing all of the low-technology
cases that we should to be sure that we do not miss any that would
have military-security implications, and some of the most celebrat-
ed cases have come through this process.

We very much look forward to seeing the specific analysis results
of the GAO report to whether or not there are ways suggested
there for us to sort this out and remove the burden.

One additional factor is, as we looked at this last year, the
problem of compliance follow-on should militarily significant diver-



90

sion occur after export from the United States—if we did not have
the processing in place where exporters have to apply before they
ship goods. Justice and Commerce had some serious questions there.
We put that aside for further study.

It is a major problem, there is no question about it, Senator. We
look forward to the GAO findings.

Senator GARN. I don’t minimize the difficulty of sorting these
things out. I'm not so sure that the Library of Congress is a good
comparison. We are talking about massive amounts of routine ap-
plications, and we get the articles about silicon spies in the New
York Times and some critical technology that they feel they have
documented that are going to Communist-bloc countries.

Your burden is tremendous. You have been understaffed in the
past. It seems to me, as an outsider—and I'm also waiting for the
GAO report—there are a tremendous amount of routine things
going on that in some way we ought to be able to draw that line
more finely. There will always be something that slips between the
cracks. I understand that.

It appears to me that you are doing a tremendous amount of
what 1 would term ‘“busy work” and letting bigger things slip
through the cracks.

Mr. O'DAy. There are resources that could be used in other
areas. But we put our priorities for the new resources in filling our
vacancies and reprograming into the much more critical area of
compliance. With the new office on the west coast, we can get at
some of the problems onsite, mentioned in the article you just
displayed. Those are our priorities for the coming months. And we
want to be sure that we reduce the low technologies applications.

Senator GARN. Do you agree with the Carter administration’s
decision to allow the Government to participate in the Yamal
pip(;line project? I will ask all three of you this question. [Laugh-
ter.

So you don’t need to confer with each other.

[Laughter.]

Mr. SkipMORE. I would handle this question, Mr. Chairman, with
your permission—which I may not have by being somewhat unre-
sponsive. I think that is an issue that should be discussed by policy-
level people, and as a civil servant, I implement the policy that is
made. I take it that you are not asking for my personal opinion,
but rather, for my official opinion.

Senator GARN. That’s correct. And I understand. I understand
you have some difficulties.

Mr. Kopp, you testified before the House committee. You stated:
e are now reviewing our own policy questions concerning the
tolerable degree of dependence on the U.S.S.R. for natural gas.”

What do you mean gy “tolerable degree of dependence’” on the
Sﬁviethq’nion? Is that a percentage? Is there a percentage that is
all right? ‘ ‘

Mr. Koprp. Our European allies are very heavily dependent on
imports for energy. They get their imports primarily from the
Middle East; also to some extent now from the Soviet Union; and
coal from the United States, in some measure. And many of these
countries are interested in diversifying their sources of supply.
There is great concern about the reliability of Middle East, as well

13
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as Soviet, supplies. These countries do not feel comfortable, need-
less to say, in their position.

The possibility of substantially increasing gas from the Soviet
Union through the Yamal pipeline is something that we have
talked to our allies about. We have talked to them in terms of their
energy security, what possibilities they have to replace these sup-
plies in the event of a cutoff should that deal go forward.

We are looking at alternate supplies within Europe as well as
the possibility of supply of U.S. coal, and at the wisdom of arrang-
ing things so that plants that take Soviet gas can be rapidly con-
verted to other forms of energy. We are looking at questions relat-
ed to the final users of the gas that will come through that pipe-
line, whether residential or industrial. Residential is the hardest to
give up. All in all, we are trying to work with our allies to assess,
first of all, what they consider to be tolerable, that is, safe, in
terms of gas imports from the Soviet Union; and to assist them in
their analyses and in trying to arrange backup supplies, so that gas
ccl)mir(xlg through the line, if the project goes forward, can be re-
placed.

As to the U.S. participation in that project, the Carter adminis-
tration approved a license for shipment of pipelayers. That con-
tract between the United States and the Soviet Union was not, in
fact, concluded. We have before us a new application for amend-
ment of the previous license, involving shipment of pipelayers for
use in construction of other pipelines. We are examining that
policy currently. We have the license application before us.

Senator GARN. That is a phrase that has no definition yet, in
your words.

Mr. Korp. It is really not up to the United States to define for
Germany or for France what they consider to be “tolerable.”

Senator GARN. I understand that. They have not made that
decision yet for themselves.

Mr. Kopp. I don’t think you can express it in terms of a percent-
age of supply. What is critically important is opportunities to re-
place Soviet supplies if they are cut off. If you have adequate
backup facilities, in the event of a cutoff of Soviet supplies, then
you are not really dependent; you have some safety net.

I think the concept of the safety net is more important than a
single quantitative measure as to a percentage of total gas imports
consumption, or total energy consumption, at least that is the way
we have been workirg on the problem.

Senator GARN. Well, I would agree it is not just a percentage.

I happen to think it is a very dangerous thing for them to do.
And our western allies, I think—I understand why they have been
invaded century after century. They make accommodation after
accommodation after accommodation, and wonder why they are
. involved in another war. ‘

Mr. O'Day, has there been any attempt to have the technical
advisory commiittees come up with advisory requirements for li-
censing that would eliminate some of the low-technology exports
that we have already discussed, that are clogging up the system?

Mr. O'Day. We expect to use the committees to do that as we get
into the process of following up on the GAO report. We have been
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using the committee for advice of that sort—the items we should be
controlling.

Senator GARN. Would you support publishing of technical data to
help determine what should be licensed?

Mr. SkipMORE. I don’t understand that question well enough to
comment.

Mr. O'Day. It would depend on what the publication of technical
data actually contains.

Senator GARN. You are budgeting $200,000 for the analysis of
foreign availability. How specifically do you intend to establish this
capability in future years?

Mr. O'Day. This is a one-time request in the fiscal year 1532
budget. In the current year, we spent about $60,000 on consultants
in foreign availability studies. And the plan for the use of the
$280,000, should that come to us in the fiscal year 1982 budget
process, we want to, in that process, to take a close look at several
key technologies and see if we can develop a standard library,
standard data system on availability, that would be useful to us in
making decisions at that area.

I should say that we don’t make very many decisions to allow
exports because there is foreign availability. It is the last factor we
look at, only after we examine the other criteria that dominate the
system with regard to decisions in this area. Since there is some
interest, both in the Congress and the private sector, that perhaps
if we took a closer look at foreign availability, we would have the
opportunity to allow a few more exports to flow we feel we need to
look at that very closely and see if that could be a significant
factor. We are looking at a technical consultant-based study of
several key technologies that will allow us to factor that in.

Senator GARN. Have you considered using your technical adviso-
ry committees as sources on foreign availability?

Mr. O’DAy. Yes; we were using not only those committees, but
individual companies, and we will use our posts abroad, use techni-
cal specialists wherever we can find them, to make sure that we
have complete range of information on the technologies to assure
that we understand just what foreign availability is in place, and
see if we can factor that into the system.

Senator GArN. You mentioned that you have ¢ _ed for 33 addi-
tional staffers who probably will be reprogramed from other parts
of Commerce.

I realize the need for additional staff, but considering the techni-
cal requirements of the job, will you be able to get the qualified
people that you really need for this type of function?

Mr. O’Day. We hope so, Senator. We will not know for sure until
we actually put out the request for applications for employment.
Obviously, some of our need is for very highly skilled technical
people that are in short supply. In the compliance area, that makes
up ahout one-half of the 33, we feel there is an adequate pool of
individuals available to allow us to get some skilled investigators to
allow us to beef that program up substantially.

Senator GaArN. Fifteen of these new positions are going into
compliance?

Mr. O'DAy. Yes.




93

Senator GARN. You mentioned you are working with the FBI,
also with Customs?

Mr. O’Day. Yes, very closely.

Senator GARN. And you have relationships of cooperation?

Mr. O'DAy. Yes, we have a reimbursement arrangement with
Customs. We work with them not only on inspections, but investi-
gations wherever we can combine our resources to get better and
quicker results.

Senator GARN. You mentioned that you were having the inspec-
tors travel more. GAO reported that Commerce haa a total of
seven export inspectors. Four are stationed at JFK. That seems a
pocr use of compliance personnel. You are sending more people
around now?

Mr. O'DAy. Yes, sir, they are doing far more traveling than in
the past, to a number of locations around the country.

In addition, we are adding another element to our system, which
is the use of 47 field offices we have around the country. Whenever
we need manpower in any one of those posts to go out and checik
on particular shipments, or with particular companies, we are
going to develop the approach to use the several hundred people we
have available in another element of Commerce under ITA. We
will get leverage with existing resources—and not attempt to cover
the 300 ports that Mr. Conahan mentioned with dedicated staff. We
will use the available resources in high-priority areas.

Senator GARN. Have you considered sting-type operations?

Mr. O’'DaAvy. I would rather not comment on that, sir.

Senator GARN. It is my understanding thai. an exporter, when
selling goods on the COCOM list to other COCOM countries, must
get a letter assuring that they will not reexport the goods without
proper licensing. If the foreign purchaser decided to reexport the
goods anyway, is there any way other than through government to
government contacts that we can reach the foreign exporter? And
of what value, then, is the letter of assurance, if we are not able to
reach them?

Mr. O'Day. That is a compliance question which I would like to
ask Ms. Connelly to answer.

Ms. CoNNELLY. We can bring an administrative action against
the foreign party, and deny their export privileges. What that
means is that they will no longer be able to deal with U.S.-origined
commodities outside the United States.

Senator GARN. Is it effective? Does it work?

Ms. ConNELLY. It is very effective. We did bring actions against
foreign parties. We placed them on our denial list. And the thing
that makes it most effective is that it is a violation for a U.S. party
to deal with that party. It makes it much harder for the foreign
party to do business.

Senator GARN. How many are on the denial list? Just an idea.

Ms. CoNNELLY. About 90 parties on the denial list. The majority
of those are foreign parties. You will find that last year we placed
more U.S. parties on the list than we have in previous years.

Senaior GARN. Is the value of assurance really tha* good? Or
would it make more sense with some of these countries to treat
them like Canada and try to enforce the COCOM on them, rather

79-280 O—8l——38
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than?go through all this type of procedure with letters of assur-
ance?

Ms. CONNELLY. I'm not sure that I can comment on that.

Mr. Korp. We have been examining the possibility of amending
the regulations so that in fact things would operate as you suggest,
that we would rely on COCOM countries to enforce COCOM con-
trols. We are examining what enforcement problems that might
create, what the risks are. I hope we can come to a conclusion that
will permit us to lessen the burden on Commerce personnel on
handling all of the paper.

Senator GARN. As more and more products combine technologies,
such as the Apple computers, how do we limit access to our en-
emies? We cannot post a guard at every Radio Shack, or everyone
who sells electronic equipment. What I am trying to get at is the
technology, which obviously is advancing much, much faster than
we can control access to it—should we try to protect the know-how,
and perhaps focus less on the actual products. In the late 1940’s
and 1950’s, military research in fields like avionics, led the com-
mercial sector, and it was relatively easy to control technology.
Now the reverse is true. Would there be some value in focusing on
the technology itself, and the know-how, perhaps asking for regis-
tration by companies in these advanced areas, rather than try and
control the Radio Shack?

Mr. O'Day. We are not in a position to handle every commercial
outlet that handles technologies.

With regard to specific proposals for registration, we would have
to look at those carefully, and consider them in conjunction with
the others. Defense is working on identifying the critical technol-
ogies. We look forward to the results of that process, and the
reduction of it to items that we can put on the CCL list.

Senator GARN. Wouldn’t it be easier to keep some controls—
where you look at the technology? You see ads for the 64 K-RAM
Apple computer and other ads like this. Obviously, you can’t con-
trol all of those sales. But we really don’t know what’s going
overseas.

Mr. O'DAy. That is a fair comment. Our jurisdiction starts at the
border. In our own free market system, these gooas flow without
restraint, without reporting.

I don't have a good answer as to how one controls the millions of
individuals who can buy these items, that are sometimes small
enough to put in their pockets.

Senator GARN. You can’t do that. That's why I'm looking for
other ways to try to control the technology and the know-how, is
there no way you can control the individual products in cases like
the example that I used?

Mr. O'Day. We are aware that it is a major problem. We don't
have any good ideas on that right at the moment, how 'to assure
that items available to all of the consumers in this country would
not go offshore.

I am not aware personally of any specific recommendations for
going back toward the producer, and trying to control at that level,
in a way that would prevent the offshore selling of these goods.

We would be glad to examine any proposals.
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Senator GARN. Dr. Lomacky, 80,000 validated licenses were re-
ceived, and DOD received 3,000. Is that adequate? Do you think you
should be looking at more?

Dr. Lomacky. The bulk of the licenses, as you have already
heard, are not to the Warsaw Pact on PRC. They are non-Commu-
nist destinations. I am not sure that we have to be so concerned
about the numbers of these things. Some of them are controlled.
Most of them are controlled—for a very simple reason. We want to
be able to monitor the possibility of transfer to the block.

So. perhaps speedier processing of these apphcatlons would be
helpful.

We are concerned about the retransfer problem.* ‘I am not too
sanguine about making a tremendous impact on reducing the
number of these products that we have to review. Most of them are
the ones that are controlled by C)OCOM.

Those countries where we might have one more reassurarce that
they are not r2transferred—we simply want to keep track of those.
I look at that mostly as a monitoring operation.

In terms of the applications to the Soviet Union and Warsaw
Pack in general, I think perhaps we should be looking at more. As
a result of the critical technologies project, we will be identifying
some products on the CCL list which we would consider to be of
marginal importance, in terms of the critical securities controls.
We may decnntrol some of those items entirely.

We should be looking at more important cases, perhaps more
cases to the Soviet Union, than we have been looking at in the
past.

Senator GARN. Do you feel that Congress is doing an adequate
job of identifying significant cases for DOD review?

I agree that the numbers by themselves, 3,000 or 4,000, are not
as important as your being aware and being able to review those
that are significant.

Dr. Lomacky. [ am encouraged by the new team at Commaerce.
.We are going to be working very closely in this area.

As you probably know, the delegations of authority on all cases
going to the Soviet Union, which are controlled for national secu-
rity—all of these cases are now being reviewed by the Department
of Defense.

The cases going to Eastern Furope—not all of them are reviewed
by the Department of Defense. We are working closely with Com-
merce, to make sure that we understand the concerns, both about
“low technology” and “‘high technology’’ items. I am not sure that
these distinctions are very helpful.

I think the low technology, by our standards, may be high tech-
nology by the Soviet standards, in thelr particular applications.

Senator GARN. There has been some concern and internal dis-
pute within Defense on approval and denial of license applications,
that have been hampered by inadequate technical review by the
military commands.

Can you tell me the extent to which thic has been a problem?
And whether you are taking steps to supplement their technical
reviews?
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Dr. Lomacky. We have been working closely with the services,
after the reorganization of responsibilities in the Department of
Defense, placing responsibility within my office.

The problem we have, essentially, is that many people in the
services are not fully dedicated to this mission. They do it in
addition to other *asks.

It is a question of trying to implement a new directive, which
will be published very shortly, to make sure that services have this
as a kind of a line responsibility, more than they have in the past.

The agreement that we have with the services is fairly rare. We
tried to get the best technical judgment. Sometimes we do not have
the response of the environment—real time environment in which
we have to operate.

Senator GARN. What if you get a split decision? If the Army
opposes the Air Force and the Air Force opposes the Navy, for
example, how do you make a decision?

Dr. Lomacky. We try to integrate their views and reach an
agreement. If there is not such an agreement, then we give them a
chance to reconcile. And then if we can’t get an agreement, we
may want to escalate to a higher policy level. That is how the
decision process works.

Senator GARN. You're talking about within DOD?

Dr. Lomacky. Within DOD. Yes, sir.

Senator GARN. There are some 33 items not on the COCOM list,
unilaterally controlled by the United States. Can you tell me why
we are controlling them, and why our allies refuse to go along?

Are these going to Communist bloc countries?

Dr. Lomacky. I don't know which items GAO is referring to.
Some of these—as a matter of fact, the unilateral controls—it is
not simply the question of additional products being controlled by
the U.S. Government. The technical data aspect is one where we
have much broader controls than our COCOM partners. That is an
area that is of some concern to us. We would like to have more of a
common policy on that point.

Products—I would have to check these, based on the GAO find-
ings—which products they are referring to. Some of them may be
negotiated now, for additional COCOM coverage.

Senator GARN. Have the allies been cooperative in this effort?

Dr. LoMAcky. As far as the no exception policy, we are pleased
that they have been cooperative. We have reached some agreement
on items which we had proposed for additional controls in COCOM.
Other items, we may have an uphill battle with. That will- be
decided this year.

Senator GARN. A recently established program of research and
development on the very high-speed integrated circuits involves a
number of universities. Presidents at five of the universities have
complained that the controls on the research in this area violate
academic freedom, to the extent that controls are placed on those
who are participating in research.

Why do you think they need to be imposed?

Dr. Lomacky. We try to make a very careful distinction between
basic research and the application and know-how. There are some
regulations on the book now which make that distinction fairly
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clear. The kind of application know-how which may be involved in
some of the university-sponsored work is subject. to control.

In general, we do not want to control academic exchanges of a
basic science nature. We are concerned possibly about some of the
aspects of this program, whicn have military applications. Here,
again, we are working on a program which would enable the
control being administered—that we have the least amount of in-
terference in these exchanges.

Senator GARN. Are there any other restrictions in this area?

Dr. Lomacky. Not at this point. No, sir.

Senator GARN. What about control of foreign students’ entry into
certain courses?

Dr. LoMacky. The foreign students, I believe, are those which
come from Communist countries. And we have a program now
where the Department of Defense reviews some of these visas of
particular applicants from the Soviet Union.

I think that there has been too much made of DOD’s alleged
intent to control all foreign students. That is not our intention.

Senator GARN. The “Christian Science Monitor’’ reported that
DOD has published guidelines to restrict foreign studerts in the
high technology fields that we talked about.

Are these guidelines in effect?

Second, in other fields, aside from the integrated circuits are
guidelines being formulated?

Dr. Lomacky. I am not sure that they have been fully— what the
status of implementation is at this point. I would like to answer
that question for the record.

What we had in mind was the application—those applications
which are essentially done for the DOD, in support of the DOD
programs. So the defense contractors and defense-related research
would be a matter of concern to us.

Senator GARN. Mr. O'Day, the same Christian Science Monitor
article also reported that the Department of Commerce, in the
interest of limiting export of U.S. technology, is moving to have
universities restrict participation of foreign scientists in research
which is sponsored.

Also, the lMonitor continued that the Department already has
excluded Eastern European experts from attending open science
meetings in the United States.

Can you tell me the extent of the Department’s efforts to restrict
forei scientists from Department-sponsored research? And
whether they intend to continue excluding foreign scientists from
open meetings?

And do you think that the exclusion of these scientists is effec-
tive in denying them information that is discussed at the meetings?

Mr. O'Day. We have the letter from the five university presi-
dents, and 'those problems relate .o the Export Administration
rules. We are consulting with the other agencies on guidelines on
the problems they have raised.

e will also consult, of course, with the university community in
that process, to come up with guidelines that will assist them in
making their decisions in that particular area.

At the moment, that is all in process. I cannot give you any
definitive answer.
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Senator GARN. I would say to all of you that I don’t ask those
questions in an unfriendly manner. Because you may remember
that we discussed this before; it was one of the things that I
brought up that was really overlooked. We talked about computers,
and %went through the list of specific Russian students, in many
cases, attending MIT, and so on.

I'm on your side. I know some university professors that may
scream ‘‘academic freedom.” I would like to be able to maintain
our academic freedom in this country. But if we do not limit some
of this technology, we may find that academic freedom under
Soviet rule is quite different.

I am supportive of efforts to cut off this area of technology
transfer, as well.

Do you know how many exchange students from the Warsaw
Pact countries will be coming here to study?

Mr. Kopp. I can get the figure for you.

Senator GARN. I would appreciate it if you would supply it for
the record.

[The following information was received for the record:]

About 120 Soviet students and researchers come to the United States each year.
Aproximately 25 of these are on direct, university to university programs. Of the
remainder, 25 come under an exchange agreement between the Academics of Sci-
ence of the US.A. and of the U.SSR. and another 70 are on other government
sronsored, but privately administered programs. All these latter exchanges are
closely monitored by the U.S. Government.

For other Warsaw Pact countries, the following statistics show the number of

persons who entered the United States on visas for exchange students, scholars, and
researchers.

Country 1919 1ep0 1%L
Bulgaria ... OO 40 42 1
Caechoslovakia ... ... e e e 68 59 12
German Democratic Republic . e e, e, 6l 55 8
HUNGAY .....oovvee e e et i 202 18 N

Poland..... e e e e e . 89D 982 330
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Senator GARN. | have additional questions—some for Senator
Heinz and possibly other members of the committee—that I would
like to submit to you for written answers.

[Questions and responses can be found on p. 114.]

Are there any other comments that any of you would like to
make before we close the hearing?

[No response.]

Senator GARN. I encourage you at Commerce to continue your
attempts to tighten up the process. My interest in this all along
has been the security of the country. I am very pro-business, but 1
am not concerned about their profits if it is going to help our
enemies.

One of the reasons that I am sensitive to this is because of trying
to deal with the MX issue, which could possibly be coming into my
State. That is one of the major reasons we need the MX—as a
result of the improved computer guidance systems in the Soviet SS-
18, which we helped them very dramatically develop, because of
the ball bearing machine sales.

I am a little bit sensitive that they will spend $100 million, at
least in part, because of the high technology transfer that was
resisted and then finally sold to the Soviet Union. I do not think
we differ in what we want to achieve.

I really don’t think that the process nas worked very well. Some-
how, we have got to cooperate—and I say “we,” the administration
and the Department of Commerce—in tightening up this process as
best we can, to eliminate high-techology sales to our enemies; and
at the same time try to achieve a balance of where we are not
burdened with so many routine export controls that we are putting
too much of a paperwork burden on our business in this country.

Thank you very much for your testimony today.

Mr. O'Day. Thank you.

Dr. Lomacky. Thank you.

Senator GARN. The committee is adjourned.

[Whereupon, at 11:57 a.m., the meeting of the subcommittee was
adjourned.]

[Material ordered inserted in the record follows:]
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OFFICE OF THE UNDER SECRETARY OF DEFENSE

Answers to Subsequent Written Questions of Senators Garn and Heinz

GARN:

1. During the past decade, what entities within the Soviet Union
have received U.S. computers?

The information required to answer this question must be
supplied by the Department of Commerce and is expected within
the next week. We will supply a response at the earliest pos-
sible time.

2. There have been reports from the computer industry claiming
that up to 257 of computer time can be diverted without detection
by the U.S. company representative. Is this true, and if so,
what improvements can be made in computer safeguards?

In general, the performance level of computers licensed for
export is limited to that which would be available from indige-
nous production in a proscribed country. This excludes the
People's Republic of China where a more lenient policy is
applied. Short of total operation and control by western
personnel, no improvement in available safeguards can insure
that no significant computer time is diverted to non-approved
use. In addition, the figure of 257 raised in the question may
be somewhat low.

3. Out of the approximately 80,000 validated license appli-
cations received last year, the Department of Defense reviewed
only 3,000, C(iven the record of Soviet Bloc military diversion
of so-called "dual-use'" technology, do you feel that the Depart-
ment of Defense should have more license cases referred to it?

Of the 80,000 validated license applications, less than 10%,
about 7,500, involved exports to proscribed countries including
the People's Republic of China. The Department of Defense
reviewed about 407 (3,000) of the 7,500 cases to proscribed
countries. The remainder were not reviewed by the Department of
Defense becaugse they involved exports to non-communist countries,
spare parts, duplicative sales, national discretion cases and
delegations of authority. The Department of Defense believes
that earlier precedent and previous Department of Defense guid-
ance 1s sufficient to allow Department of Commerce to 1dentify
potential diversions and review these cases in a responsible
manner., However, the Department of Defense 18 concerned over the
items which may be approved under Department of Commerce Bulletin
167. Bulletin 167 requires that products be evaluated according
to the type of the assembled commodity. For example, an embar-
goed micro processor may be ordered as a spare part, without

| 1 | i
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Department of Defense review, if it is a subcomponent of a larger
unemhargoed product. The Department of Defense maintains that a
one-time review of all such products should be required (1) to
insure that there is no national security concern and (2) to
egtablish acceptable parameters for the system being exported.

An additional area of concern i{s the control of technical data
exports even to non-communist countries. The Department of
Defense may request tighter controls in this area and this will
require additional license referral to the Department of Defense.

We are now working with the Department of Commerce to solve these
concerns.

4. Do you feel that Commerce is doing an adequate job of
identifying sfenificant cases for Dol review, and if not, what
suggestions would you make?

For the most part, the Department of Commerce is doing an
adequate job. UYowever, increased communication between the
Nepartment of Nefense and Department of Commerce is required to
resolve some important differences such as the Bulletin 167 issue
discussed above.

5. Do you agree with the Carter Administration decision to allow
11.S. participation in the Soviet Yamal pipeline project designed

to make Western Furope dependent in great part upon the Soviet
Union for energy?

This office had serious concerns with the Carter decision to
particpate in the Yamal pipeline, due to the national security
concerns outlined in the answer to question #7. As you know, the
Reagan administration is reviewing the entire oil and gas policy
to the Soviet lUInion at this time.

6. As I understand it, the 11.S. still has no formal policy
regarding Soviet energy development. No policy has been
established as to whether we wish to aid in this development or
not. Should the U.S. narticipate in such a project, in the
absence of a clear policy on Soviet energy?

We should not participate in the trans Siberia pipeline
project without a clear policy on Soviet energy development.
An interagency review is underway in an effort to consolidate

the differing views on energy related export policy toward the
Soviet Union.
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7. Would you agree with many experts that U.S. participation in
the pipeline 1s much more than a foreign policy question, but a
national security question as well?

Yes, U.S. participation in the trans Siberia pipeline project
is far more than a foreign policy question. The national
security question has a number of long term considerations. If
such a pipeline does make a competitively priced source of
natural gas available to our allies, we m':t be cognizant of the
likelthood that the allies will become dependent on the Soviet
Union. 1In such a situation, schisms may develop among the allies
with respect to a unified policy toward the Persian Gulf. Such a
possibility is wholly unacceptable to the U:S. In addition, this
pipeline would have great utility for the Soviet Union in sup-
porting military logistics. Approving the export of oil and gas
cases to the Soviet Union prior to the completion of a cabinet
level policy decision would undermine the strong position taken
by Defense for stringent security controls over oil and gas
technology transfers to the USSR.

8. Do you feel that such participation could jeopardize and
undercut our technology sanctions against the Soviet Union,
thereby making it much more difffcult to obtain allied coopera-
tion in future sanctions, should they be required?

We have taken a policy position with Commerce to withhold
licensing of 0i1 and Gas technology to the Soviet Union. Yamal
pipeline options papers are proceeding through the Interagency
Group and Cabinet review process to establish a U.S. pelicy.
Defense feels approval of any oll and gas cases to the Soviet
Union prior to the IG and Cabinet level decision would undermine
the strong position taken by Defense for stringent security con-
trols over oil and gas technology transfers to the USSR. With
respect to the Yamal pipeline, the preatest threat is to the
allies who will likely become dependent on {t. FRG, for
instance, is cur. ently dependent for 15% of its gas from the
Soviet Union; thts will {ncrease by a factor of 2 at a minimum.
While the U.S. will make its own policy decision, the final
policy from the West must be coordinated between the U.S. and the
West European Allies. The Soviet's ability to substantially
increase leverage over the allies is the greatest determinate of
future allied cooperation on technology control. It is likely,
however, that should the U.S. provide equipment in support of the
Yamal pipeline without prior agreement with the allies for a
unified policy, the strategic credibility of our arguments for
seeking more stringent controls over dual-use technology
transfers to the Soviet Union would be seriously questioned by
the allies. '
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HEINZ:

1. How would you react to a proposal that would limit the number
of applications that Commerce screens so that they could better
target those exports of strategic importance? For instance,
raising the technical parameters on products needing licenses and
publishing these new requirements.

Limiting the number of applications that Commerce screens
under the present Commodity Control List (CCL) would not neces-
sarily better target those cases of strategic importance. Most
of the cases are COCOM controlled and have some strategic signif-
cance. A more effective option would be to ensure that control
lists do not contain products of marginal strategic importance.
This would be consistent with both improving export competitive-
ness (by expediting licensing requirements) and allowing more
time to review the critical cases. Many of the items reviewed
are COCOM list items that are processed without a great deal of
energy or time. Due to the limited resources required, most of
the effort is in fact expended on the difficult cases. Technical
parameters are raised in the normal review of the COCOM 1list for
obsolescent items. Technical parameters should not be raised to
merely expedite licensing.

2. What about dropping licensing of product exports to COCOM
countries while focusing on technology transfers and strength-
ening of COCOM controls?

Dropping the licensing of product exports to COCOM countries
would not be in the best interest of U.S. national security.
There have been a few instances of reexport violations, so we
cannot relinquish our ability to remain knowledgeable of the
destination of products. The audit trail created is essential in
determining such violations and preventing them. In addition,
not all COCOM countries have the same licensing procedures as the
U.S. Downgrading the !/.5. procedure on product controls would
significantly reduce the level of COCOM control now operative.

With respect to focusing on technology transfers, we agree
that this is an area that needs strengthening in COCOM. It is
currently being pursued in the prellminary negotiations in COCOM
and will be a major focus of the U.S. in the 1982 comprehensive
11st review. It may be poseible to reduce the number of products
on the COCOM list by tighter control of technology.
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JUL 9 1981

Honorable Jake Garn

Chairman, Committee on Banking, Housing,
and Urban Affairs

United States Senate

Washington, D.C. 20510

Dear Senator Garn:

This is in response to vour letter to Mr. Paul T. O'Day posing
questions in addition to his testimony on April 30, 1981 bafore
the Subcommittee on International Finance anrd Monetary Policy.

Our responses to vour guestions are as follows:

1. Under the Export Admiitistration Act of 1979 (EAA), the
Department requlates exports for reasons of national securitv,
foreign policy and domestic short supply. Commodities and
technologies controlled hy the Department for national security
reasons are by definition dual-use in nature. Items that are
strictly military in nature are contvrolled by the Department of
State, and items that have no military significance are not
controlled, unless controlled for foreign policy or short
supply reasons,

When an application for goods or technology controlled for
national security reasons is received in the Office of Export
Administration (OEA), it is screened immediatelv as to the
commodity, level of technology, destination, and end-user.

Then the application is analyzed by OEA's staff of 34 licensing
officers, many of whom have advanced experience in engineering,
who carefullv review the characteristics of the equipment or
technology involved and assess its potential for significant
military applications. Applications having such potential are
referred, as necessary, hy our policy staff to other agencies
for recommendations on the appropriateness of allowing the
export.

2. OEA regularly consults with the intelligence community,
technical and policy personnel in other agencies, and, as
appropriate, members of the business cocmmunity (particularly
through the Techrical Advisory Committees), on matters
requiring thejr particular areas of expertise. Within the past
year, we have taken steps to facilitate the flow of information
from the intelligence community. We have upgraded the security
clearances of designated OEA personnel and have begun a program
of regular intelligence briefings.

UNITED STATES DEPARTMENT OF COMMERCE
5, T ;; The Under Secretary for International Trade
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3. Under section 379.4 of the Exvort Administration
Regqulatinns, technical data supporting prospective or actual
bids for a given transaction do not require prior licensing hy
or notification to this Department, nnless the data relate to
spacified strategic gonds or reveal Jdetails of process or
design. Data relating to internationally controlled strategic
goods may nnt he disclosed to the Bloc, ~ven for nurpnses of
negotiation, unless a validated export license has been issued.

4. Although end-us= statements and visitation reguirements
hecame an important facet of the overall exvort control
function during th=2 1970's, there is a growing recognition that
they have limited use as guarantees against diversion. End-use
statements do provide a mechanism hv which the aoplicant and
the end-user certify that theyv are aware of and intead to ahide
by the provisions »f the regulations of the United States
concerning diversion to military use, and they can he used as
evidence on which to bass legal action against violators.
Controls on the level of technology allowed to he exported
provide at the outset a means of limiting the risk of diversion
to a deqree accevtable to the United States and our allies,
Visitation requirements allow limited monitoring »f the actual
use of the exports after they are in place in the fnreign
country.

In response to Senator Heinz's questions:

1. The GAO findings closely r=flr :t the conclusinns reached hy
our own studies of the export licensing procecs. The problems
cited by the GAO are of long standing and do not lend
themselves to easy <solution. We are in the process of
instituting a number of manag2rial and procedural changes to
improve our =fficiency in processing export licenses and
visitation reports, These center around bringing our personnel
levels up to capacity, implementing a computerized license
tracking system, and developing a data base on commndity
characteristics., We are working on ways of standardizing the
format for submission of data in support of applications while
trying to avoid imposing burdensome requirements on exporters,
{One example is the Mav, 1981 revision of the Computer System
Parameters form to provide a step-by-step format for presenting
informatinn on a computer svstem's capabilities and
configuration.) We have budgeted significant resources for
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revamping the licensing procedures manual (see our response to
your question seven). Incoming visitation reports are now
reviewed by OEA's computer licensing division. 1In those
instances where a diversion is apparent, the report is brought
to the attention of the Compliance Division,

2. The Department coordinates closely with the Federal Bureau
of Investigation and other branches of the Department of
Justice, as well as other concerned agencies, in attempting to
d2tect and prosecute violators of the export regulations. This
involves analysis of information on suspected violations and
cooperation as appropriate in investigations leading to
preparation of criminal and administrative proceedings against
violators, as warranted by the evidence.

3. As part of an FY 198! reprogramming request and our FY 1982
budget request, we have asked tor an additional fifteen
positions for our compliance staft. This would allow us to
open a compliance office with both invest _gators and inspectors
on the West Coast. These personnel would be hired through
public announcement of position vacancies.

4. OEA presently employs 170 personnel, and processed
approximately 76,000 license applications in FY 1980. We feel
that the present staffing is inadequate to handle all of the
day-to-day procedural requirements set by the EAA, particularly
as the case load is constantly increasing, both in terms of
numbers and complexity. Other, long-range requirements such as
development of the Militarily Critical Technologies List cannot
be given the comprehensive attention that they merit. As part
of an FY 1981 reprogrammirg request and our FY 1982 budget
request, we are asking for an additional eighteen licensing
positions.

5. There are licensing requirements for the export to CoCom
nations of certain particularly sensitive technologies. Less
sensitive technical data may be exported to CoCom member
nations without a requirement for a validated expor: license,
although a written assurance against reexport of the data or
its direct product may be required.

6. Many particularly sensitive technologies are under
licensing contrcl because of their significance to our national
security. Controls on products are maintained to aid in
prevention of diversion of particular pieces of equipment,
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including oroducts for which the technical data mav not bhe
controlled for exnort to CoCom destinations, This function is
maintained in coordination with the CoCom countries' respective
export contrnl svstems, which exercise similar conirols,
including controls over the raexpnrt of U,S.-osrigin aguipment
and over exports of the direct oroducts of U.S.-origin
techno'ngv., Several of our CoCom allies, however, lack legal
authority to control technical Adata unless the product of the
data is also controlled, Therefore, certain products are
maintained on the Colom list specificallv to assure control of
the technical 4data.

7. We have budgeted arcoroximatelv £280,000 to develnp a svstem
to study foreian availability. Additionallv, ahout $900,000 is
to be divided among: redrafting the export regulations,
instituting a computer svstem to track licenses in process and
maintain a commodityv characteristins data hase (which wiil
include data on foreign availabilitv), and redrafting the
licensing procedures manual, Although the redraftirg of the
regulations and the nrocedures manual is of qreat importance to
improved case processing and thus to OEA and to the exporting
cormunityv, we &n not anticipate that it will claim the share of
resources vou cite, but thit mich of that allocation will be
devoted to development of the compurterized systems,

8. When export licenses are received a2t OEA, they are
immediately screened as to the commodityv, level of technology,
destination and end-~user. 'The applications are then forwarded
to licensing nfficers for vaview and analvsis of the
characteristics nf the equipment, The tyves of casaes tn he
referred to Defense are established in prinr interagency
conferences, with Commerce licensing the others without
referral to Defense, For those falling into categeries that
the Department of Defense has requested to review (or special
cases that OEA feals should he referred to Dafensel, the
licensing officer will prepars a summary report on pertinent
details of the application for Dafense's information.
Approximatelv 3,000 applications involving Sovint Bloc
destinations and the People's Roapunhlic of China and about 2,500
applications for Free Wor'd destinations were referred to
Defense in 1960. When Dafance requires additional information,
they reguest it of OFA, which either orovides it from the
material available, »r gathers it from the applicant. Under
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the EAA, the deadline for bringing license applications to the
attention of our advisory agencies, including Defense, is 30
days. We are required to inform the applicant within ten days
of re .ipt that we anticipate interagency review will be
necessary. We are attempting with the resources available to
meet all deadlines established by the EAA.

I hope this information meets your needs,
Sincerely,

Lionel H. Olmer

cc: Honorable Join Heinz
Committee on Banking, Housing,
and Urban Aftairs
United States Senate

19-280 O—B81——1
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[From the Congressional Record, April 2, 148})

CoMPETITIVE ExPORT FINANCING AcT oF 1981

Mr. HeiNz. Mr. President, financing is a vital part of any national export strat-
egy. Particularly in the developing world, which receives 40 percent of our exports,
financing has become a more critical factor in securing a sale than price, quality,
and reliability of delivery. ;

The multilateral trade negotidtions, concluded in 1979, have increased opportuni-
ties for U.S. exporters by clarifying the rules of the game which define and limit
unfair trade competition. One major area of competition, however, remained outside
the coverage of the Tokyo round of trade agreements. The United Sta:es did not
attempt to have officially subsidized export credits included under the subsidies
code, becasue it was claimed that such a subsidv was being handled within the
OECD (organization for economic cooperation and development) export credit ar-
rangement.

The arrangement, however, is little more than a gentlemen’s agreement which
has done little to restrain subsidies and predatory practices in export financing by
our trade competitors. The current minimum rate of 7.75 percent is absardly low in
a period which the prime rate has been averaging 10 points higher. Still worse, the
arrangement does not effectively cover the most predatory of all export credit
practices, ‘“‘mixed credits,” which are device through which foreign aid and export
credits are combined to offer rates even lower than the minirnum set in the
arrangement. Countries such as Mexico and Argentina recently have been offered
“mixed credits,” so it would be difficult to argue that such credits serve a legitimate
foreign aid function. Indeed, U.S. law expressly forbids this practice. Yet, it is an
glcreagingly popular credit package among OECD exporters—particularly the

rench.

For 3 years the U.S. Government has been trying to negotiate a new, more
sensible and workable international arrangement on ofﬁciafly supported export
credits. And for 3 years our good faith efforts have been rebuffed.

In 1980 the issue of subsidized export credits was raised repeatedly in internation-
al forums by the Secretary of State and the Treasury Secretary. Finally, at the July
economic summit conference in Venice, President Carter was able to obtain a
commitment from his counterparts to satisfactorily resolve the question by the end
of the year. Re%rettably. that promise proved empty, as the December OECD confer-
encg on official export credits broke up with no progress whatsoever having been
made.

The European Community under the Treaty of Rome is bound to speak with one
voice on all trade issues when negotiating with nonmembers of the EC. But since all
decisions within the EC must be reached by consensus, any obstinate member can
exercise a veto over EC negotiating positions. Historicaly, on the issue of export
credits, the French have exercised the veto. That was the case in December, as a
French hard line against any sort of a comprehensive new arrangement prevailed.

Particularly when viewed from the perspective of the Venice summit commitment
to resolve the issue, the OECD talks were a tremendous disappointment. The inter-
est rate floor remains at 7.75 percent, without even the modest increase to 8.55
percent, which was at one time a part of the EC proposal. There was no progress on
the U.S. proposal to revise the guidelines on “mixed credits.” There was not even a
commitment to try to resolve these issues at the next meeting in May.

I believe that our trade competitors—and the French Government in particular—
have refused to reach an agreement to end the cutrate and cutthroat competition in
the subsidized export credits because they have concluded that the United States is
not serious about defending its legitimate interests in the international trade arena.

Mr. President, the bill I introduce today, together with Senators GarN, INOUYE,
WiLLiams, and CransToN, will provide Eximbank with resources to meet the preda-
tory export credit subsidies of our foreign competitors. The $1 billion authorized for
the purpose of meeting such competition should serve to disabuse our trade competi-
tors of any illusions they hold about our seriousness.

I am sure that 1 speak for my colleagues when [ say we would prefer to see a
firm, workable international agreement to 'end unfair official export credit subsi-
dies. And that is our purpose.

Mr. President, this bill is designed to foster negotiations. It would not take effect
for 1 year after adoption, and the effective date could be postponed another 6
months if the President determines that an effective international agreement is
near conclusion.

As 1said in recent letter to the President:

“The $1 billion authorized by this bill would be a dramatic sign~l to our export
competitors that we are dead serious when we say that we want to end predatory
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financing once and for all. I would hope . .. that our allies—particularly the
French—would see the logic and advantage of reaching a firm, workable agreement
to end wasteful export credit subsidies. But 1 firmly believe that the best way to
convince them of our seriousness is not with more rhetoric but with action—by
putting subsidy money into our own export credit program if no agreement is
reached. In other words, the best way to bring peace to the export credit arena is by
making clear our willingness to wage an export credit war as the alternative to an
agreement.”

Mr. President, 1 sincerely hope this bill achieves its objective. There is really no
justification for the current cutthroat and cut-rate competition in export credit
subsidies. It is foolish. It is destructive of trust and amity among trading partners.
Yet is persists. Hopefully, the message of this legislation will be heard abroad: That
Congress is unwilling to accept continued foot-dragging and obstructionism on the
part of our trade competitors, that now is the time for serious negotiations.

S. 868

Be it enacted by the Senate and House of Representatives of the United States of
America in Congress assembled, That this Act may be cited as the “Competitive
Export Financing Act of 1981"".

EC. 2. (a) The Congress hereby finds that— :

(1) there is a growing tendency by the major trading partners of the United States
to resort to the use of predatory financing arrangements to gain competitive advan-
tage for their exporters;

(2) other major trading countries have been unwilling to negotiate an end to such
practices and have rejected a series of United States proposals to strengthen provi-
sions of the International Arrangements on Export Credits; and

(3) as a consequence of the unsuccessful conclusion of the export credit negotia-
tions within the Organization for Economic Cooperation and Development in De-
cember 1980, measurss to strengthen programs of the Export-Import Bank of the
United States are required to insure continued United States export competitiveness
and to bring other major trading countries back to the bargaining table for serious
negotiations. ‘

) It is the purpose of this Act to provide the authority for the Export-Import
Bank of the United States to engage in the use of extraordinary measures of export
finance to counter and ultimately discourage the use of such measures by other
major trading countries.

EC. 3. Section 2(bX1XA) of the Export-Import Bank Act of 1945 is amended by
inserting after the third sentence thereof the following: “The Bank shall provide
programs of export finance which are comparable in structure to those extraordi-
nary official export credit measures offered by the principal countries whose export-
ers compete with United States exporters. Pursuant to such programs, the Bank
shall offer export credit on rates, terms, and conditions competitive with those
offered by other major trading countries. The Bank, at its discretion, shall use such
programs to meet foreign official export credit competition until such time as the
use of extraordinary measures of official export credit financing is proscribed in
international agreements to which the United States is a party. For the purpose of
this subsection, the term ‘extraordinary measures of official export credit financing’
shall include, but not necessarily be limited to, programs of highly concessional
mixed credits, local cost financing, foreign currency financing, and lines of credit
arrangements.”.

Sec. 4. (a) There are authorized to be appropriated without fiscal year limitation,
not to exceed $1,000,000,000 to achieve the purposes of the amendment made by
section 3 of this Act.

(b) Within sixty days after section 3 of this Act becomes effective, and annually
thereafter, the Export-Import Bank of the United States shall report to the Con-
gress as to whether any additional appropriations or increases in overall commit-
Xetnt authority or annual ceiling levels are necessary to achieve the purposes of the

c . I I i

Sec. 5. Section 3 shall take effect twelve months after the date of enactment of
the Act. The President may defer the effective date of section 3 for an additional
period of not to exceed six months if (1) he determines that international agree-
ments have or will be concluded which put United States and foreign exporters in a
substantially equal competitive position with respect to official export finance, and
(2) he reports to Congress prior to and following such deferral period as to progress
achieved in negotiating an end to predatory export financing.
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SECTION-BY-SECTION ANALYSIS

Section 1 provides that the legislation may be cited as the competitive Export
Financing Act of 1981.

Section 2 contains Congressional findings concerning the use by foreign govern-
ments of predatory financing practices, the failurc of negotiations to limit such
practices, and the need to strengthen the programs of the Export-Import Bank to
insure continued U.S. export competitiveness. Section 2 further states the purposes
of the Act to be to authorize the Bank to use extraordinary export finance measures
to counter and ultimately to discourage the use of such measures by other coun ries.

Section 3 would amend the Export-Import Bank Act to require the Bank to
provide export finance programs com aragi)e in structure and comptitive in other
respects to the extraordinary official export credit measures offered by foreign
competitor countries. The Bank would be authorized, at its discretion, to use such

rograms to meet extraordinary measures of official export credit financing, includ-
ing, but not limited to, programs of highly concessional mixed credits, local costs
financing, foreign currency financing and lines of credit, until the use of such
financing is proscribed in international agreements to which the United States is a

arty.
P Se{tion 4 would authorize an appropriation of $1 billion to the Bank to achieve
the purposes of section 3, and would require the Bank to report annually to
Congress on the need for appropriations or increases in authority in order to
achieve the purposes of the Act.

Section 5 provides that section 3 would take effect 12 months after enactment of
this Act unless the President deferred the effective date an additional 6 months by
determining that international agreements have or will be concluded which put
U.S. and foreign exporters in a substantially equal competitive position with respect
to official export finance, and reporting to Congress prior to and following such
?_eferre_ll period as to progress achieving in negotiating an end to predatory export
inancing.

U.S. SENATE,
Washington, D.C., March 19, 1981.
The PRESIDENT,
The White House,
Washington, D.C.

DeAR MR. PresiDENT: While I support the economic program you submitted to
Congress, I believe it is important that the full consequences of the proposed budget
cuts be clearly understood so that other appropriate actions can be taken. One cut
which particularly concerns me is the proposed reduction in the direct credit au-
thority of the Export-Import Bank, although I believe there are a number of ways in
which we can ameliorate the consequences of that proposal.

The importance of exports in improving our national economic picture is often
}gnored in policy discussions, and therefore it would be useful to review a few key
acts.

We can point with pride to the fact that U.S. merchandise exports have grown
twice as fast as the gross national product since 1972. As a result, the ratio of
exports to GNP rose from 4.2 percent in 1972 to 7.5 percent in 1979. U.S. imports
grew equally as fast, however, increasing in importance relative to GNP from 5.1
?ercent to 8.7 percent in the same years. ause imports have expanded since 1972

rom a higher base than exports, the trade deficit has expanded sharply, with an
aggregate deficit over the past five years exceeding $110 billion.

ur nation can ill-afford to relent in the fierce competition for international
market shares. During the decade of the 1970’s, our share of world industrial
exports (outside the U.S.) declined from over 21 percent to 17.5 percent. This was
the most serious loss for ar.y major industrial exporter, including the United King-

om.

While Export-Import Bank financing is used in only 7 percent of our exports
(compared to 35 percent for the Japanese and 29 percent for the French official
export credit facilities), it can be critical in protecting our basic comparative advan-
tage and market position in key high technology industries. Currently, the United
States is Josing significant numbers of exports to foreign subsidized industries,
including aerospace, nuclear and conventional power generators, and machine tools.
Particularly in the developing world, which received 40 percent of our exports,
financing has become a more critical factor in securing a sale than price, quality,
and reliability of delivery,

I am concerned, therefore, that inadequate credit limits for the Export-Import
Bank over the next few years will do irreparable harm to the competitiveness of key
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U.S. industries. Since the Eximbank's credit restraint is not likely to be shared by
our trade competitors, a number of consequences can be expected.

In order to take advantage of foreign export credit support, U.S. companies are
likely to adopt one or more of the following strategies: (1) a shift to foreign procure-
ment for major components of large capital goods; (2) long-term, off-shore subcon-
tractor relationships, particularly in the case of airframe and aircraft engine manu-
facturers, and, (3) a shift to off-shore facilities for entire projects, which many
multinational manufacturing and construction companies already have and more
are likely to acquire.

What these likely corporate strategies add up to is a significant loss of U.S. jobs
and tax revenue. Ironically, although large corporations are recipients of the major-
ity of Eximbank support, it is the smaller U.S. subcontractors who are likely to be
hurt the most. Boeing, for example, placed nearly $6 billion in subcontracts for
parts and equipment to 3500 subcontractors and suppliers in 44 states during 1979,
Approximately $3 billion of those purchases were for foreign aircraft sales.

’lphe Congressional Budget Office has estimated that every $1 billion in export
sales generates 40,000 to 50,000 jobs. The complement to that calculation is that
every 50,000 unemployed Americans costs the Treasury $1 billion in lost revenue
and transfer payments.

The French Government understands those calculations only too well. The OECD
has estimated that France committed $2.34 billion to export credit subsidies in 1980.

Since 1978 the United States Government has been negotiating within the QECD
to reach a multilateral agreement to end the cut-rate and cutthroat competition in
officially-subsidized export credits. The aim has been to set new market-related
minimum interest rates for government-supported export credits and to limit preda.
tory export financing practices.

In 1980, that effort neariy bore fruit: every OECD country except France was
ready to ee to a major strengthening of the International Arrangement on
Export Credits in a way which would sharply reduce export subsidies. Unfortunate-
ly, the structure of the European Community enabled France alone to block such a
step.

Mr. President, export credit subsidies are a wasteful burden on taxpayers in all
major nations. We should be continuing our efforts to reach an international agree-
ment to that end. But we need leverage to achieve that objective. To reduce
Eximbank credits at this time, without some other compensatory action on our part,
would be a signal to our foreign competitors that the United States is no longer
serious about obtaining an international agreement and is not willing to press other
countries, particularly France, on the point by matching their credit offers.

I would no more counsel unilateral disarmament as an approach to negotiating
trade issues with our allies than I would recommend it for dealing with the Rus-
sians on giobal security; yet that is precisely what we are doing.

The OECD negotiations on export credit resume in May, and it is essential that
we have the resources to maintain a strong position.

Bearing all these considerations in mind, including your credit limits for the
Export-Import Bank, I would suggest the following strategy to strengthen the hand
of our negotiating team:

(1) The United States Eximbank ought to pursue a strategy of derogating on term
from the export credit Arrangement, with particular targeting on French export
sales. The original Arrangement was basically a tradeoff for the United States in
which it gave up the advantage of its ability to finance long-term obligations in the
U.S. bond market in return for a European and Japanese agreement to set mini-
mum interest rates at a reasonable level; that is, not to subsidize. Obviously, the
non-subsidy floor of 7.75 percent in 1976 is no longer a non-subsidy in 1981. In the
meantime, the U.S. had maintained its export credit maturities at 10 years. One
vehicle to get leverage, therefore would be to derogate and extend maturity on a
selected basis on export cases where we are in competition with the French.

We also ought to try, to the degree possible, to concentrate available Exim credit
to the French. Both of these measures are designed to put significant pressure on
thgs %x_'ench, with the view of getting them to agree to reducing export credit
subsidies.

(2) During the recently concluded Tokyo Round of Multilateral Trade Negotia-
tions, the United States did not attempt to have officially-subsidized export credits
included under the Subsidies Code, because it was claimed that such a subsidy was
being handled within the OECD export credit Arrangement. However, with the
failure of the European Community—particularly the French—to bargain in good
faith on this issue, I believe a strong case should be made that subsidized official
exports credits are an unfair trade practice that adversely affects us in third
markets and that our government should seriously consider bringing a case against
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the offending parties, particularly the French, pursuant to Articles XXII and XXIII
of the GATT and Section 301 of the Trade Act of 1974 as amended by the Trade
Agreement Act of 1979.

(3) On March 26 I intend to introduce the Competitive Export Financing Act of
1981 which would authorize the appropriation of a special billion dollar contingency
fund to be avgilable for the Export-Import Bank’s use in matching predatory export
credit offers by U.S. trade competitors if no international agreement barring subsidy
financing is reached within one year. The effective date could be further postponed
another six months if the President determines that an effective international

reement is near conclusion.

The $1 billion authorized by this bill would be a dramatic signal to our export
competitors that we are dead serious when we say that we want to end predatory
financing once and for all. I would hope that this money will never have to be
appropriated, that our allies—particularly the French—would see the logic and
advantage of reaching a firm, workable agreement to end wasteful export credit
subsidies. But 1 firmly believe that the best way to convince them of our seriousness
is not with more rhetoric but with action—by gutting subsidy money into our own
export credit program, if no agreement is reached. In other words, the best way to
bring peace to the export credit arena is by making clear our willingness to wage an
export credit war as the alternative to an agreement.

r. President, I sympathize with your desire to cut the budget and to reduce the
level of federal borrowini.eBut, I also believe that exports are simply too important
to the U.S. economy to be left exposed to predatory financing p&ys by our trade
competitors. To reduce Eximbank’s credit limit without also taking steps to induce
our trade competitors to do likewise would be counterproductive to the long-range
goals of employment and balanced growth for our economy which we both share.

I urge you to endorse the strategy | have suggested. I stand ready to assist you in
every possible way to insure that your trade policy, as well as your economic policy,
is a success.

Sincerely,
JorN HEiNz.

RESPONSE T0 QUESTIONS OF SENATOR GARN

Q. Do you agree with the Carter Administration decision to allow U.S. participation in
the Soviet Yamal piggline project, designed to make Western Europe dependent in
great 1part upon the Soviet Union for energy?

A. The Administration is very concerned about the prospects of Western European
dependence on Soviet energy resources, and the possibility that our Allies would
become vulnerable to Soviet energy leverage. In this context, we are particularly
concerned about the proEosed Siberian gas pipeline which would increase the volume
of Soviet gas exports to Europe.

We have shared our assessment of the project with our Allies and intend to consult
closely with them as they consider whether in fact to procead in this endeavor.

. It has been reported that there is a proposal under ciscussion at State for a three
to four year trade agreement with the Soviet Union as was envisioned in the 1973
detente trade pxgrosals. Do you feel that the agreement should be reciprocal in terms
of key U.S. products and technology in return for the Soviet promise of more
responsible global behavior; or do you feel this reciprocity, were such an agreement in
accordance with the President’s national security objectives, should be in terms of a
more realistic exchange of significant quantities of high grade Soviet strategic
minerals for U.S. goods? Should any such agreement be concluded, in your view, while
Soviet troops continue to occupy Afghanistan and remain mobilized and poised to
invade Poland at any time they choose?

A.The State Department does not have under consideration any trade agreement with
the USSR of the sort negotiated (but never brought into force) in 1973,

The Administration is considering whether any successor arrangement to the long-
term grains agreement, which expires September 30, would be in the U.S. interest.

Q. How many so-called exchange students and academics from the Soviet Union and
other Warsaw Pact countries will be coming to the U.S. to study or visit in high
technology fields?
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A. In 1980, the following numbers of Soviet exchange students and academics visited
the United States in what could generally be called ‘‘high technology fields” (these
numbers should be taken as approximate due to the imprecision of tEZ term):

—official exchanges: 140;
—by agreement between the National Academy of Sciences and the Soviet
Academy of Sciences: 32;
—through IREX programs:
—graduate students or young faculty: 30
—senior researchers: 10
—individuals sponsored by the Arierican Council ¢f learned Societies: 10;
—as Fulbright lecturers in the U.S.: 15; and
—through private agreements, an estimated 5-10.

All but the handful of private-agreement students are subject to official U.S.
anroval (including review from the standpoint of security concerns for acceptability
of their studies.

While it is difficult to give a precise figure for fu‘ure exchange students and
academic visitors from the Soviet Union, (due to th: effect which our bilateral
relations has on such exchanges), we believe that the figures for 1981 will approximate
those given above.

Regarding exchange students and academics from non-Soviet Warsaw Pact coun-
tries, the State Department, extrapolating from recent experience, estimates that over
the next 12 months as many as 360 East European exchange visitors could come to the
U.S. in “high technology fields”, broadly defined.

The visitors would be divided approximately as follows:

200, Poland

70, Hungary

30, Czechoslovakia

20, Bulgaria

20, German Democratic Republic
20, Romania

There has been a general upward trend in the number of visitors in high-technolo,
fields from the non-Soviet Warsaw Pact countries. In all cases, we look closely at the
question of possible technology loss in this regard; obviously we must balance the
guestion of possible losses against possible benefits to us from such visits. Given the

evelopment of our trade with Eastern Europe and a trend toward increased complex-
ity in many industrial products, we would expect that the 1981 figures will show an
overall increase of several per cent in exchange visits in high technology fields. We
will continue to monitor the situation closely as regards visits by exchange students
and academics from the Soviet Union and non-Soviet Warsaw Pact countries so that
their potential access to those specific technology sub-areas of concern will be
appropriately circumscribed.

RESPONSE TO QUESTIONS OF SENATOR HEINZ

Q. I understand that COCOM Lists are comprehensively reviewed approximately
every three years but that between revisions “definitional discussions” are held on
specific embargo items so that updating does not have to wait for the next list review.
Given the rapid advances in technologies, do you think that “definitional discussions”
are enough to properly protect our technology from Soviet acquisition? Do you believe
that the interests of our nation might better be served by having yearly COCOM
reviews instead of the present practice of one final review eve_rﬁethree years?

A. Regarding the efficacy of holding yearly COCOM List Reviews, the scope of
preparations necessary would make this task impracticable. Slower-moving and’
procedural, a List Review is appropriate for going through scores of pages of highly
technical definitions (the last List Review took 11 months in position preparation and
lasted for 13 months), but it is not a vehicle for swift action on individual items.
Instead, where interim U.S. review of a technical area shows redefinition of controls
to be advisable, the definitional discussions can provide more rapid attention by
COCOM to a U.S. proposal. For smaller groupings of proposals on faster-moving
technologies, these definitional discussions are the appropriate tool for use in achiev-
ing redefinition.
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